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The information contained in this document is subject to change without notice
and may not be suitable for all applications. While every precaution has been
taken to ensure the accuracy and completeness of this document, Vertiv
assumes no responsibility and disclaims all liability for damages result from use
of this information or for any errors or omissions.

Refer to local regulations and building codes relating to the application,
installation, and operation of this product. The consulting engineer, installer,
and/or end user is responsible for compliance with all applicable laws and
regulations relation to the application, installation, and operation of this product.

The products covered by this instruction manual are manufactured and/or sold
by Vertiv. This document is the property of Vertiv and contains confidential and
proprietary information owned by Vertiv. Any copying, use, or disclosure of it
without the written permission of Vertiv is strictly prohibited.

Names of companies and products are trademarks or registered trademarks of
the respective companies. Any questions regarding usage of trademark names
should be directed to the original manufacturer.

Technical Support Site

If you encounter any installation or operational issues with your product, check the pertinent section of this
manual to see if the issue can be resolved by following outlined procedures.

Visit https://www.vertiv.com/en-us/support/ for additional assistance.
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1 Product Overview

AHV Plugin is a power management application that enables you to administer Vertiv™ Power Insight UPS data and Nutanix
Servers associated with the UPSs.

1.1 Keywords

Abbreviation Description

AHV Nutanix Acropolis Hypervisor
CVM Nutanix Controller VM

UVM Nutanix User VM

AOS Nutanix Acropolis OS

VM Virtual Machine

RF Redundancy Factor

UPS Uninterruptible Power Supply
HCI Hyperconverged Infrastructure

1.2 Features and Advantages

Following are the features and advantages of AHV Plugin:

Simple deployment using virtual appliance.

Convenient setup using web application.

Power Insight integration.

Nutanix Prism integration.

Centralized access to UPSs and Nutanix HCI systems for association.

Automatic graceful shutdown of Nutanix AHV hosts and clusters.

1.3 Compatible Version of AHV and Power Insight

AHV

AOS 6 or above

Power Insight

Power Insight 2.4

1.4 System Requirements

The hardware and network pre-requisites for the installation of AHV plugin are as follows:

1.41 Hardware

1Product Overview

Nutanix AHV environment, with at least one cluster and three AHV servers.
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1.4.2

1.4.3

e Oneormore Vertiv UPSs.

e Atleast one server to run a virtual machine with 2 CPUs, 2 GB memory, and 10 GB hard disk, outside of the AHV

Cluster.

Network and ports

e Only IPv4 addresses are supported.

e  Plugin must be connected to the same management network where Power Insight application and Nutanix
Cluster are running to ensure plugin has access to Power Insight application and Nutanix Cluster at all times.

e Plugin must be installed to run outside of the AHV Cluster it is configured to manage.

e SSH port 22 must be opened on all AHV Hosts and CVMs to ensure Plugin can connect and execute Nutanix acli,
ncli, and cluster commands remotely.

e HTTPS port 8443 (or any custom port) must be opened on Power Insight server and network to ensure plugin
can make REST API calls and retrieve UPS details successfully.

e HTTPS port 9440 must be opened on CVMs and network to ensure plugin can make REST API calls and retrieve
AHV Cluster and Host details from Prism successfully.

Integration

e Nutanix Prism Central and Prism Element are supported.

e  Plugin establishes SSH connections with AHV Hosts and CVMs to perform graceful shutdown and authenticates
using trusted SSH public key and Nutanix user. When connected with Host, SSH user Nutanix must have
permission to shutdown hypervisor. When connected with CVM the SSH user Nutanix user must have
permission to shutdown UVMs, initiate maintenance mode, stop cluster and shutdown CVM.

e Nutanix AHV 1-Node, 3-Node, and 5-Node clusters are supported. 1-Node cluster is supported in RF1
configuration while 3-Node and 5-Node clusters are supported in both RF2 and RF3 configurations.

e Nutanix Pinned UVMs or non-migratable UVMs are always shutdown during a graceful shutdown of AHV Host.

e  Plugin registers with Power Insight application for receiving alarms and invokes REST APIs during its operation
to retrieve UPS IDs, UPS names, and UPS metrics. Permission to carry out these actions are assigned to admin
user, by default. Credentials of admin user or any other users with necessary permissions are required for plugin
to work.

Proprietary and Confidential ©2023 Vertiv Group Corp. 1Product Overview
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2 Installation

The instructions in this chapter will help you to download and install the AHV plugin.

2.1 User Account Registration

If the power management AHV plugin is your first time downloading Vertiv software, you need to register first on the Vertiv
software download portal. Once registration is complete you will be able to download and install the latest version of the
application.

To register new users, follow the below steps:

1. Gotowww.vertiv.com in the web browser.

—

Click My Account Login at the right top corner of the page.

Click Create an account.

Create your Vertiv account page will appear on screen.

To create an account, enter the mandatory field details.

Once you have entered all the necessary details and then click NEXT STEP button.
Click the checkbox to confirm that you not a robot.

Click the checkbox to agree to the conditions of Vertiv's use and privacy policy.
Click CREATE AN ACCOUNT.

© ® N O AW N

Welcome message will appear on screen.

—
o

In order to complete the process follow the instructions mentioned on screen to verify the email address or else
click Continue Browsing.

To download the AHV Plugin application, follow the below steps:

—_

Click Products & Services at the top of the page.

Click Software under Monitoring & Management.

List of software appears on screen, search and click on Vertiv™ Power Insight.

Scroll down and click on Documents & Downloads tab.

Search for Software and click on Software Download: Vertiv™™ Power Insight Application.

You will get the list of associated software and firmware.

N o o s wN

Follow the instructions mentioned on screen to start the software download. Once the application is downloaded,
you can install the power management application.

NOTE: AHV Plugin application is available in virtual appliance format (.ova). An OVA file is an archive file in tar format.

2.2 Power Management AHV Plugin Installation

Install Plugin in Nutanix Prism Element web console to generate a virtual machine and set the virtual machine IP address
manually or automatically.

NOTE: Plugin should not be installed on the same AHV Cluster it is configured to manage.

NOTE: Ensure that you have downloaded the Plugin installation package from the www.Vertiv.com website.

2 Installation Proprietary and Confidential ©2023 Vertiv Group Corp. 3
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To create a AHV Plugin VM from download OVA file, follow the below steps:

Figure 2.1 Extracting Files from OVA

. vertiv-power-insight-nutanixahv-plugin-1.0.0.0.mf

| 4 vertiv-power-insight-nutanixahv-plugin-1.0.0.0.ova

[ d vertiv-power-insight-nutanixahv-plugin-1.0.0.0.0ovf

¥ vertiv-power-insight-nutanixahv-plugin-1.0.0.0-disk001.vmdk

1. Extract files from the downloaded OVA file (an archive in tar format).

NOTE: 7-Zip is one of the popular tools used to extract files from an OVA.

Figure 2.2 Checking Virtual Machine Settings

MEF File
Open Virtuz
Open Virtuz

Virtual Machine Di

30 KB

9 KB

on>2 virtual CPU</rasd:Caption>

:InstanceID>2</rasd: T
</rasd:R

:Address>0</rasd:Address>
sesiControllexr0</

n>SCSI Controll:
scsiController0

nParent>0</ra.
1>diskl</rasd:Ca
cription>Disk Image</rasd:Description>

sd:AddressOnParent>

tion>

2. The OVAfile has a .OVF file (XML format). Open the .OVF file in a text editor and check VM settings such as CPU,

memory.

4 Proprietary and Confidential ©2023 Vertiv Group Corp.
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Figure 2.3 Uploading VMDK File in Prism Element Console

def-org-nwgvde [ * ] admin v
Hypervisor Summary Prism Central Cluster-wide Controller IOPS 010PS Health Critical Alerts.
42
RSIONS (3) Register or create new — - N CcRITICA
Storage Summary &%  Logical ~ Cluster-wide Controller |0 B/W 0KBps VMs 0 o 5 CVM 10.0128175 rebooted
> 55 MAp minutes ag
16 TIB Total Capacity View [ ’f e
Disks ®o0 o 6
s -
Hosts ®o o 3
VM Summary Cluster-wide Controller Latency oms Data Resiliency Status Warning Alerts.
walla. Best Effart - WM
9 » Off 6
< on 3 . WARNING
' Suspend 0 0230 M 0530 P Critical 24
e n
Data resiliency not possible

Hardware Summary Cluster CPU Usage Cluster Memory Us... Info Alerts Events

3 AWS.71d.metal 5 O 5 9 8 o Failure Domain Rack N ’]1

WS a . 0% o Info Alerts
MODE EVENT
0sTs OF 1622 GHz OF 754.50 Gig Fault Tolerance vo vent few secc a

3. The OVAfile also has a .VMDK file (disk image). Upload the VMDK file by using Nutanix Prism Element web
console by clicking the gear icon in top right corner.

Figure 2.4 Opening Image Upload Screen

def-org-nwgvde

Image Configuration ?

Settings

+ Upload Image
Cluster Details
Canfigure CVM
Convert Cluster ubuntu 150 ACTIVE  137GIB , %
Expand Cluster
Image Configuration
icensing
Rebaat
Remote Support

Upgrade Software

Connect to Citrix Cloud
Prism Central Registration
Pulse

Rack Configuration

4. Click Image Configuration and in the Image Configuration screen, click + Upload Image.
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Figure 2.5 Starting Image Upload

def-org-nwgvde Setting v ? v £ admin ~

Uploading file 10.8 x

Settings

Create Image ?

Cluster Details

Configure CVM

Convert Cluster

Expand Cluster

Image Configuration | W
icensing

Rebaot

Remote Support

Upgrade Software

From URL

Upload a file @ vertiv-power-insight-nutanixahv-plugin-1.0.0.0-disk001ymdk

Connect to Citrix Cloud
< Back Cancel
Prism Central Registration

Pulse

Rack Configuration

5. Inthe Create Image screen, specify the necessary details. Select DISK in the Image Type drop-down list, browse
and select your VMDK file for upload and Click Save. This will initiate image upload.

Figure 2.6 Viewing Uploaded Image

def-org-nwgvde

Image Configuration >

Settings

Manage the images 1o be used for creating virtual disks,

+ Upload Image

Cluster Details

Configure CVM

Convert Cluster ubuntu 150 ACTIVE 137GiB /%
Expand Cluster

VertivPINutanixA... DISK ACTIVE 10 GiB R
Image Configuration
Licensing
Reboot

Remote Support

Upgrade Software

Connect to Citrix Cloud
Prism Central Registration
Pulse

Rack Configuration

6. When upload is 100% complete, Create Image screen closes automatically and the uploaded image appears in
the Image Configuration.
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Figure 2.7 Opening Create Virtual Machines Screen

def-org-nwgvde v v 72 - 2 admin ¥ ~

m O Include Controller VMs 6 VMs (filtered from 9) o~ Q

I PU Read  Control ntroller Avg 10 Flash
\ Mer ity Backup
u 10ps ) Mo
434GiB/10
*  testvmi-without-NGT 1001307 1 8GiB G 0% 0% Yes No
i
434GiB/10 R
*  testvm2-without-NGT1 10.0130. 1 8GiB . 0% 0% - - - - Yes No
i
. " 434GiB/10 N
*  testvm3-without-NGT1 10.0430... 1 8GiB GB 0% 0% - - - - Yes No
i
434 GiB/1
*  testvmd-without-NGT1 10.0130. 1 8GiB sice C'(B) 0% 0% - - - - Yes No
i
. 434GIB/10 N
* testvmS-without-NGT1 10.0130... 1 8GiB s 0% 0% - - - - ‘Yes No
i
434GiB/10
*  testvm6-without-NGT1 10.0130... 1 B8 GIiB GiB 0% 0% - - - - Yes No
i

7. Open VM screen and select Table format. This page displays any VMs already created and some details for each
VM. In top right corner, click on + Create VM.

Figure 2.8 Entering Name for the VM

def-org-nwgvde 1 7 admin ~
Overview . Table Create VM 2 ® + Create VM Network Config
General Configuration VMs. 6 VMs (filtered from 9) & search in tabl Q
Name
" aoller Wiite Controller 10 Controller Avg 10 Flash
VM Name Host Cores VertivPINutanixPlugin Backup »
Addresses 10PS. Bandwidth Latency Mode
D
* testvml-without-NGT 1001307 1 VertivPINutanixPlugin Yes No
*  testvm2-without-NGT1 10.0130... 1 - - - Yes No
(UTC)uTC Cluster
Use UTC timezane for Linux VMs and lo ezone far Windows VMs
®  testvm3-without-NGT1 10.0130... 1 - = - Yes No
Use this VM as an agent VM
®  testvmd-without-NGT1 10.0430... 1 < = - Yes No
Compute Details
®  testvmS-without-NGT1 10.0130... 1 o - - - Yes No
2
*  testvmb-without-NGT1 10.0130... 1 Number Of Cores Per wCPU - - - Yes No

8. Enter name for the VM.
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Figure 2.9 Entering VM Settings

def.org-nwgvde

Overview - Table + Create VM Network Config
Create VM k4 x
- Compute Details UMs 6 VMs (filtered from 9) o~ earch In table a
[ 2 roller Wiite Controller IO Controller Avg 10 Flash
VM Name Host Cores Backup a
Addresses 1ops Bandwidth Latency Mode

testvm1-without-NGT

testvm2-without-NGT1

testvm3-without-NGT1

testvm4-without-NGT1

.

testvmS-without-NGT1

.

testvm6-without-NGT1

10.01307

10.0130...

10.0130...

10.0130...

10.0130.

10.0130...

Boot Configuration
O Legacy BIOS

Disks

+ Add N -

Cancel E

No

No

No

No

No

9. Enter values for CPU, memory and other settings similar to the settings in the .OVF file from Step 2.

Figure 210 Adding New Disk

def-org-nwgvde

Overview - Table Create VM - % + Create VM Network Config
- Disks . D S a
»P vg IO Flash
VM Name Host Cores. - Backup a.
Addresses CD-ROM EMPTY= P~ Latency Mode
*  testvmi-without-NGT 10.01307 - Yes No
Volume Groups
*  testvm2-without-NGT1 10.0130... N y Yes No
P G fore yos ] e g
®  testvm3-without-NGT1 10.0130.. Yes No
*  testvmd-without-NGT1 10.0130.. Yes No
Network Adapters (NIC)
*  testvmS-without-NGT1 10.0130.. Yes No
+ New
*  testvmG-without-NGT1 10.0130... Add NIE . - Yes No
Cancel w
10. Click + Add New Disk.
Proprietary and Confidential ©2023 Vertiv Group Corp.
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Figure 2.11 Setting Up New Disk

def-org-nwgvde 1 7 admin v
Overview - Table + Create VM Netwark Config
Add Disk 2 %
g VMs 6 VMs (filtered from 9) & arch in tabl Q
DISK v
P roller Write Controller 0 Controller Avg 10 Flash
VM Name Host Cores Backup a
Addresses Operation 10PS Bandwidth Latency Mode
Clone from Image Service v
*  testvml-without-NGT 10.01307 1 - - - Yes No
Bus
scsi -
®  testvm2-without-NGT1 10.0130... 1 - - - Yes No
® testvm3-without-NGT1 10.0130... 1 VertivPINutanixAppliance v Yes No
*  testvm4-without-NGT1 10.0130... 1 - - - Yes No
®  testvmS5-without-NGT1 10.0130... 1 je - - - Yes No
Next Available -
*®  testvm6-without-NGT1 10.0130... 1 - - - Yes No

1. Select Clone from Image Service from the Operation drop-down list, DISK from Type drop-down list and Image
that you uploaded in Step 3.

12. Click Add.

Figure 212 Adding New NIC

def-org-nwgvde 1 7 admin v
Overview - Table + Create VM Network Config
Create VM 2 %
VMs 6 VMs (filtered from 9) - chin tab Q
L roller Write Controller IO Controller Avg 10 Flash
VM Name Host Cores Backup a
Addresses. 10PS Bandwidth Latency Mode

Network Adapters (NIC)

®  testvml-without- NGT 10.0130.7 1 - - - Yes No
*  testvm2-without-NGT1 10.0130... 1 - - - Yes No
* testvm3-without-NGT1 100130... 1 VM Host Affinity . - - Yes No
*  testvma-without-NGT1 100130 1 You haven't pinned the VM to any Yes No

testvmS-without-NGT1 10.0130... 1 - - - Yes No

testvmG-without-NGT1 10.0130... 1 Custom Script - - - Yes No

cancel m

13. You are back in Create VM screen. Scroll down and click + Add New NIC.

2 Installation Proprietary and Confidential ©2023 Vertiv Group Corp. 9
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Figure 2.13 Setting Up Network

def-org-nwgvde 1 7 admin v
Overview - Table + Create VM Network Config
Create NIC 2 x
VMs 6 VMs (filtered from 9) &~ earc Q
P NutanixAHV-Subnet ~ roller Write Controller 10 Controller Avg 10 Flash
VM Name Host Core: Backup a...
nor iops Sardidn o Moda
*  testvmi-without-NGT 10.01307 1 Connected M Yes No
Private IP Assignment
*  testum2-without-NGT1 10.0130. 1 Yes No
10.0130.0/24 247 244
*  testvm3-without-NGT1 10.0130... 1 ) Yes No
Assign with DHCP >
*  testvmd-without-NGT1 10.0130... 1 Yes No
Assigr n assigned x
ith the VM.
*  testvmS-without-NGT1 10.0430... 1 Yes No
*  testvmB-without-NGT1 10.0130... 1 Yes No
S - |
14. Select the subnet for AHV Plugin VM and let DHCP assign an IP address or manually enter IP configuration.
NOTE: Ensure you choose a subnet that gives AHV Plugin VM access to Nutanix AHV management network.
15. Click Add.
Figure 2.14 Viewing Network Adapters
def-org-nwgvde 1 7 admin v
Overview - Table Craate VM 5 x + Create VM Network Config
- CD-ROM  ide0 EMPTY=true; BUS=ide s oox -
M VMs - 6 VMs (fitered from 9) v - e d e Q
DISK scsi0 SIZE-10GIB; BUS=scsi s R
» roller Write Controller 10 Controller Avg 10 Flash
Vi ame Hest Addresses o I0PS. Bandwidth Latency Backupa Mode
Volume Groups
*  testvml-without-NGT 1001307 1 Yes No
*  testvm2-without-NGT1 10.0130... 1 Yes No
*  testvm3-without-NGT1 10.0130.. 1 Yes No
®  testvm4-without-NGT1 10.0130.. 1 Network Adapters (NIC) + Add Ne Yes No
*  testvmS-without-NGT1 10.0430... 1 Yes No
1
NutanbeAHV- - - Ea |
*  testvm6-without-NGT1 10.0130.. 1 Subnet - Yes No
16. You are back in Create VM screen and the new NIC is displayed under Network Adapters.
10 Proprietary and Confidential ©2023 Vertiv Group Corp. 2 Installation



Vertiv™ Power Management Application AHV Plugin Installer/User Guide

Figure 2.15 Viewing Created VM

def-org-nwgvde
Table + Create
m O Include Controller VMs 7 VMs (filtered from 10} o Q
P Cantroller Avg 10 Flash
VM Name Host Core Storage Backup a
Addresses ge atency Mode
434 GiB/10
*  testvml-without-NGT 10.01307 1 8 GiB e 0% 0% - - - - Yes No
Gi
434 GiB/10
*  testym2-without-NGT1 10.0130, 1 8GiB o 0% 0% - - - Yes No
i
434 GiB /10
* testvm3-without-NGT1 10.0430... 1 8GiB cie 0% 0% - - - - Yes Na
i
434 GiB /10
* testyma-without-NGT1 10,0130 1 8GIB . 0% 0% - - - - Yes No
i
4.34 GIB /10
* testymS-without-NGT1 10.0430... 1 8GiB cie 0% 0% - - - Yes No
i
4.34GiB /10
* testym6-without-NGT1 10.0130... 1 8GIB cB 0% 0% - - - - Yes No
i
* VertivPINutanixPlugin 10.0430... 2 2GiB /10 GiB 0% 0% Yes No

17. Click Save to create the VM. In few moments, new VM will be displayed in table.

Figure 2.16 Powering on VM

def-org-nwgvde y - v ? o admin v
GiB
X N . N 4.34GiB/10 .
*®  testvmd-without-NGT1 10.0130... 1 8GiB e 0% 0% Yes No
i
§ 4.34GIB/10
*  testvmS-without-NGT1 10.0430... 1 8GIB GiB 0% 0% - - - - Yes No
i
4.34 GiB /10
* testvme-without-NGT1 10.0130... 1 8GiB B 0% % - - - - Yes No
Gil
3.84 GIB/10
* VertivPINutanixPlugin 10.0130... 2 26iB e 0% 0% - - - - Yes No
i
mary > VertivPINutanixPlugin A Suest To fake S 7 Update x
VM DETAILS VM Performance Virtual Disks VM NICs VM Snapshots VM Tasks © Metrics Console
Name » VertivPINutanixPlugin
CPU Usage Peak: 0.01% 09
Description VertivPINutanixPlugin
ec63083-bebb-49a3-ab71-0dfdachds. ) PM 530 Ph
Host Memory Usage Peak: 0.01% Curres

18. Click the new VM name and scroll down until you see VM actions.

19. Click Power on and wait for few seconds.
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Figure 2.17 Noting VM IP Address and Launching Console

def-org-nwgvde VM v 7 £ admin v

10-0-128-121-
394 GIB/10 10.04
*  VertivPINutanixPlugin aws-ap-south- 10.0130. 2 2GiB ps 1971% N 745 0 12.03 MBps 0.05 ms Yes No
il %
1a/AHV

Summary » VertivPINutanixPlugin Manage Guest Tools inch Console Sower Off Act ke Snapsk Migrat Clone ’ t X D
VM DETAILS VM Performance Virtual Disks VM NICs VM Snapshots VM Tasks 11O Metrics Console
Narm o VertivPINutanixPlugin

CPU Usage Peak: 1971% Current: 1971
Description VertivPINutanixPlugin
(3]

1ec63083-bebb-43a3-ab71-0cf4achAs... 04:30 PM 530

Host 10-0-128-121-aws-ap-south-Ta Memory Usage Peak: 10.04% Current: 10.04%
Hi 10.0128121
Memory 2GiB 04:30 PM P ——————

Controller IOPS Peak: 745 10PS Current: 745 IOPS
Cores 2
Network Adapters 1
IP Addresses 10.0130.86 o =0

Controller 10 Bandwidth Peak: 12,03 MBps Current: 12.03 MBps

Storage Container  SelfServiceContai

20. When VM starts running Power on option disappears and Power Off Actions and Launch Console options appear.

NOTE: At this point you may click Launch Console to check whether VM boot process is complete and Ubuntu server
login prompt is displayed. When Ubuntu server login prompt appears, AHV Plugin VM is ready and AHV Plugin web

application can be launched.

21. Make note of the VM IP address in Prism Element UI.

Proprietary and Confidential ©2023 Vertiv Group Corp.

2 Installation



Vertiv™ Power Management Application AHV Plugin Installer/User Guide

3 Application Usage

The instructions in this chapter describe the screen elements of the User Interface (UD.

3.1 Overview

AHV Plugin enables Nutanix Administrators to configure and automate graceful shutdown actions on Nutanix AHV hosts and
clusters, based on automatic event triggers (alarms) from Vertiv Power Devices such as low battery level of UPS.

To setup AHV Plugin, follow the steps below:
1. Open AHV Plugin Ul and sign in with default credentials.
NOTE: It is recommended to change the default password on first login.

2. Setup integration with Nutanix Prism management platform (Prism Element or Prism Central). This allows AHV
Plugin to discover and gather details on AHV hosts, clusters and CVMs.

3. Setup integration with Power Insight application. This enables Power Insight application to send alarms to AHV
Plugin.

4. Associate UPSs with each AHV host in the clusters you would like to manage. AHV Plugin uses these details to
determine specific AHV Hosts where graceful shutdown actions must be performed, upon receipt of an alarm.

5. Copy SSH public key from AHV Plugin VM and add in Prism management console to allow SSH connectivity
between AHV Plugin and AHV hosts and CVMs.

6. Verify SSH user nutanix is available on AHV hosts and CVMs. AHV Plugin uses nutanix user when establishing
SSH connections with AHV hosts and CVMs for graceful shutdown management.

At this point AHV Plugin is setup to receive alarms and perform graceful shutdown actions.

A WARNING! Once UPS associations are setup, these stay in AHV Plugin database forever. If you wish to
change the Prism settings and integrate AHV Plugin with a different Prism server, it is highly recommended
that you assess implications of the change because this can have an impact on graceful shutdown of AHV
Hosts. When Prism settings are changed to point to a new Host, the previous associations are not removed
and stay as is.

If you no longer with to perform graceful shutdown management of AHV Hosts in a cluster and remove these from
management by AHV Plugin, select the corresponding Cluster and remove all associations from all Hosts. Click Apply when
done. All associations are removed from AHV Plugin database and the Cluster is reverted to unmanaged state.

AHYV Plugin database name is vertivpluginb and table names where associations are stored are hosts and hostpdassociation
respectively.

Graceful shutdown actions are performed in response to the following four alarms received from Power Insight application:

e Trigger Event from UPS - UPS on Battery (Automatic or Manual)

e Trigger Event from UPS - UPS Low Battery (Automatic or Manual)

e Trigger Event from UPS - UPS Overload (Automatic or Manual)

e  Trigger Event from UPS - UPS Over Temperature (Automatic or Manual)

3 Application Usage Proprietary and Confidential ©2023 Vertiv Group Corp. 13
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3.2 Plugin Login

To login, follow the below steps:

1. Open aweb browser and enter the Plugin IP address to access Plugin Ul. For example, if Plugin VM IP address is
1122 then open https://1.1.2.2/ in web browser to access login page. Since AHV Plugin is setup to use self-signed
certificates, this generates a security warning.

2. Click Proceed to localhost (unsafe) to launch AHV Plugin login page.

Figure 3.1 Launching AHV Plugin

Your connection is not private

ity, turn on enhancec

localhost;

3. Once login page is displayed, enter default user name and password and then click Login. The default login
credentials are:

a. User name: admin

b. Password: vertiv-pi

NOTE: It is recommended to change the default password on first login.

14 Proprietary and Confidential ©2023 Vertiv Group Corp. 3 Application Usage
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Figure 3.2 Plugin Login Page

O VERTIV.

Please enter your login details

Username

admin

Password

Password

4. Successful login opens AHV Plugin Home Page. Configuration options are displayed in vertical menu on the left
side of the screen, Logout button on top right and plugin version number in footer section.

Figure 3.3 Home Page

&9 VERTIV.

Vertiv Plugin for Nutanix AHV Platform

A HOME
AHV Plugin is a power management application that enables you to administer Vertiv Power Insight UPS alarms and Nutanix Servers associated with the UPSs. AHV Plugin receives alarms from
Power Insight application and performs graceful shut down actions on Nutanix Hyperconverged Infrastructure. Graceful shut down actions include shut down of user VMs, pinned user VMs,

Ow SSH ACCESS clusters, CVMs and Hosts.

For AHV Plugin to carry out graceful shut down actions, following steps must be completed:

¥ UPS ASSOCIATION In Change Password screen, change default password. This step does not affect graceful shut down actions performed by AHV Plugin but is highly recommended.

1

2. In Prism Settings screen, specify Nutanix Prism server details and Apply. This sets up integration with Prism and enables AHV Plugin to discover AHV Hosts, CVMs and Clusters.
n POWER INSIGHT 3. In Power Insight screen, specify Power Insight server details and Apply. This sets up integration with Power Insight application and enables AHV Plugin to discover UPSs.

4

In SSH Access screen, copy AHV Plugin SSH public key and add in Nutanix Prism. This enables AHV Plugin to establish SSH connections with Nutanix Hosts and CVMs and carry out graceful
shut down actions on affected Hosts in response to Power Insight alarms.
L& PRISM SETTINGS

o

In UPS Association screen, select each Cluster you wish to manage and associate Cluster Hosts with UPSs. This enables AHV Plugin to determine Hosts affected by an alarm received from
Power Insight and carry out graceful shut down actions on affected Hosts.

ﬁ CHANGE PASSWORD

Version: 1.0.0.0

3.3 Power Insight Integration

1. Integration with Power Insight application enables AHV Plugin to achieve the following:
e Receive UPS alarms from Power Insight.

e Make REST API calls to Power Insight to retrieve list of UPSs and UPS metrics.

3 Application Usage Proprietary and Confidential ©2023 Vertiv Group Corp. 15



Vertiv™ Power Management Application AHV Plugin Installer/User Guide

e Tocomplete this step, user must create APl key and secret in Power Insight application and copy the details over
to AHV Plugin UL. In Power Insight application, browse to Settings and open Integrated Management section.
Click the plus (+) icon to open the Add page. Choose the category corresponding to Nutanix AHV integration,
enter IP address of your AHV Plugin VM in Require Source Address and enter a meaningful description.

Figure 3.4 Power Insight API Key and Secret

ADMINISTRATION — oo ‘D admin ~
E
) ) < Add
Notification Se
1 Settings Category Require Souces Address
: 172.31.32.138
Description
AHV Plugin Integration
2. Save the settings. Power Insight application will generate a unique API key and secret for you.
3. Make note of APl key and secret.
Figure 3.5 Integrated Management
ADMINISTRATION el ea ‘D admin ~
Events
Integrated Management
Notification Settings
System Settings
Y m ©

User Defined Properties
Trellis System Health

Address Book Contacts

COMPANY REQUIRE SOUCES AP KEY API SECRET
Trust Store ADDRESS

Integrated Management VMware 172.31.32.138 dpO8NF.. ® 7b22c17503df1c2d7594a74895e8ea58...

®

CREATED DATE TIME

2022-08-17 14:13:59

DESCRIPTION

AHV Plugin Integration
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4. In AHV Plugin Ul, open Power Insight Integration tab. Enter IP address, port of the VM where Power Insight
application is running as well as user name and password that will allow AHV Plugin to authenticate with Power
Insight and make REST API calls.

5. Enter APl key and secret you copied from Power Insight Integration Management section under Power Insight
Alarm Registration to register AHV Plugin with Power Insight application for receiving alarms.

6. Click Apply.

Figure 3.6 Power Insight Integration

¢ VERTIV.

Power Insight Integration:
A HOME Accept untrusted SSL/TLS Certificates: .
Power Insight Server:

O~ SSHACCESS
10.10.103.202

@ UPS ASSOCIATION
8443

B POWERINSIGHT admin

* PRISM SETTINGS | 7w

Power Insight Alarm Registration:

B CHANGE PASSWORD
NgtRxhOn

Power Insight registration is successful

Version: 1.0.0.0

3.4 Nutanix Prism Integration

Nutanix Prism is the centralized management solution for Nutanix environments.

Prism Element is a service built into the platform for every Nutanix cluster deployed. It provides the ability to fully configure,
manage, and monitor Nutanix clusters but only manages the cluster it is part of.

Prism Central is a centralized management tool to monitor and manage multiple clusters through a single web console that
runs as a separate instance comprised of either a single VM or a set of VMs.

AHV Plugin retrieves details about AHV Clusters, Hosts and CVMs by making REST API calls to Prism.

Open Prism Settings link in plugin menu, add Prism details and click Apply. AHV plugin authenticates the Prism details
entered and saves in AHV plugin database if authentication is successful.

Both Prism Element and Prism Central are supported by AHV plugin. With Prism Element configuration, AHV plugin can
manage one cluster while with Prism Central configuration, AHV plugin supports association and graceful shutdown of
multiple clusters.
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Figure 3.7 Prism Integration

&9 VERTIV.

Prism Integration (Prism Central or Prism Element):

Accept untrusted SSL/TLS Certificates:

A HOME .
10.10.10.70

Ow SSH ACCESS
9440

§ UPS ASSOCIATION
admin

i POWER INSIGHT

£ PRISM SETTINGS

CHANGE PASSWORD Prism Integration settings saved successfully.

Version: 1.0.0.0

3.5 Specifying Associations Between UPSs and AHV Hosts, Clusters

An Administrator specifies associations between UPSs and corresponding AHV Hosts. These associations are stored in AHV
Plugin database. Each association record consists of identifiers that uniquely identify a Vertiv UPS from Power Insight
repository as well as AHV Host from Nutanix Infrastructure. When AHV Plugin receives an alarm, it uses the association
information to identify the AHV Hosts affected so it can carry out graceful shutdown if required.

NOTE: An Administrator must select a minimum of one UPS for each AHV Host before applying the associations.
To add UPS associations, follow the below steps:
Prism and Power Insight integrations must be completed successfully before adding UPS associations.

1. Click on UPS ASSOCIATION in Plugin menu to open associations screen.

2. Names of all clusters available in Prism along with their number of nodes are populated in drop-down with
placeholder text Search and select cluster to associate with UPSs.

3. Select the cluster you would like to add associations for.
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Figure 3.8 Selecting AHV Cluster

O VERTIV.

Associate UPS(s) with AHV Host(s) for selected cluster:

A HOME

lsearch and select cluster to associate with UPSs -

demo-aws-3n-9v7jzv (3 Nodes)
Ow SSH ACCESS
ne2-1n-pc-aws-esbeg? (1 Nodes)
@ UPS ASSOCIATION
i  POWER INSIGHT

L2 PRISM SETTINGS

ﬁ CHANGE PASSWORD

Version: 1.0.0.0

4. All AHV Hosts in the selected cluster are displayed in expanded form to list any UPS associations. To add or
remove associations open the UPS filter drop-down with placeholder text Search and select UPSs to associate.

Figure 3.9 AHV Host from the Selected Cluster are Displayed along with Associated UPSs (if Any)

Associate UPS(s) with AHV Host(s) for selected cluster:

ft HOME demo-aws-3n-9v7jzv (3 Nodes) v ]
Ow SSHACCESS Search and select UPSs to associate - !
@ UPS ASSOCIATION 100128.70

10.0.128.73

i  POWERINSIGHT
10.0.128.53

Q PRISM SETTINGS

ﬁ CHANGE PASSWORD

Version: 1.0.0.0

5. When UPS filter drop-down is opened, all UPSs available in Power Insight are displayed. You may selectively
associate one or more UPSs or use the Select All option. To apply UPSs selected, close the filter drop-down.
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Figure 3.10 Selecting One or More UPSs to Associate

o9 VERTIV.

Associate UPS(s) with AHV Host(s) for selected cluster:

A HOME

I demo-aws-3n-9v7jzv (3 Nodes) -

Ow SSH ACCESS [earch and select UPSs to associate -

Select Al Clear All
® UPS ASSOCIATION
TestLab_ohio_UPS3

B POWER INSIGHT TestLab_ny UPS2

TesiLab_UPS1

£ PRISM SETTINGS

ﬁ CHANGE PASSWORD

The selected UPSs are now displayed under each AHV Host in unselected state.

Figure 3.11 UPSs are Displayed Under Each AHV Host

¢ VERTIV.

Associate UPS(s) with AHV Host(s) for selected cluster:

A HOME

[ demo-aws-3n-9v7jzv (3 Nodes) - l

Ow SSH ACCESS [ * TestLab ohio UPS3 x TestLab_ny UPS2 - l

# UPS ASSOCIATION 10012870

(0 TestLab_ohio_UPS3
O TestLab_ny_UPS2

i POWER INSIGHT
10.0.128.73

O TestLab_ohio_UPS3
* PRISM SETTINGS
O TestLab_ny_UPS2

10.0.128.53
B CHANGE PASSWORD

(J TestLab_ohio_UPS3
O TestLab_ny_UPS2

Version: 1.0.0.0

In case association is missing for one or more AHV Hosts in the selected cluster and you click Apply button, error message is
displayed, see Figure 312 on the facing page.
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Figure 3.12 Each AHV Host Associating with at Least 1 UPS

a VERTIV. ec2-34-216-183-97.us-west-2.compute.amazonaws.com says

Each AHV Host must have atleast one UPS selected. If you wish to

remove a cluster from graceful shut down management, clear all

Associate UPS(s) with AHV Holstssiiir st yesy)

A HOME

demo-aws-3n-9v7jzv (3 Nodes)

Ow SSH ACCESS

x TestLab_ohio_UPS3 x TestLab_ny_UPS2 -

@ UPS ASSOCIATION 10.0.128.70

TestlLab_ohio_UPS3

O TestLab_ny_UPS2
A POWERINSIGHT

10.0.128.73
(O TestLab_ohio_UPS3

Q PRISM SETTINGS
TestLab_ny_UPS2

10.0.128.53
ﬁ CHANGE PASSWORD

O TestLab_ohio_UPS3
O TestLab_ny_UPS2

Version: 1.0.0.0

6. Ensure at least one UPS is selected for each AHV Host and then click Apply.

Figure 3.13 Applying Associations

¢ VERTIV.

Associate UPS(s) with AHV Host(s) for selected cluster:

A HOME [ demo-aws-3n-9v7jzv (3 Nodes) v ]
Ow SSHACCESS x TestlLab_ohio_UPS3 x TestlLab_ny UPS2 v ]
10.0.128.70

@ UPS ASSOCIATION
TestLab_ohio_UPS3
O TestLab_ny_UPS2

B POWERINSIGHT
10.0.128.73

O TestLab_ohio_UPS3
£X PRISM SETTINGS
TestLab_ny_UPS2

10.0.128.53
ﬁ CHANGE PASSWORD

TestLab_ohio_UPS3
O TestLab_ny_UPS2

UPS associations saved successfully.

Version: 1.0.0.0

AHYV Plugin keeps track of changes made in associations and allows associations to be applied only if changes are detected
since the last time associations were applied.
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Figure 3.14 No Changes Detected in Associations

Q VERTIV. ec2-34-216-183-97.us-west-2.compute.amazonaws.com says

No changes detected in UPS associations.

Associate UPS(s) with AHV Ho

[ demo-aws-3n-9v7jzv (3 Nodes)

Ow SSH ACCESS [ x TestLab_ohio_UPS3 x TestLab_ny_UPS2 v

# UPS ASSOCIATION 10012870

TestLab_ohio_UPS3
O TestLab_ny_UPS2
B POWER INSIGHT

10.0.128.73

O TestLab_ohio_UPS3
* PRISM SETTINGS
TestLab_ny_UPS2

10.0.128.53
B CHANGE PASSWORD
TestLab_ohio_UPS3

O TestLab_ny_UPS2

Version: 1.0.0.0

7. Inthe filter drop-down if you want to clear all UPSs from filter and remove all associations, click the Clear All
option and confirm by clicking the Yes button. If Clear All was clicked in error, cancel the operation by clicking
the No button.

Figure 3.15 Clearing All UPSs in Filter

&9 VERTIV.

Associate UPS(s) with AHV Host(s) for selected cluster:

A HOME

[ demo-aws-3n-9v7jzv (3 Nodes) v

Ow SSH ACCESS x TestLab_ohio_UPS3 x TestLab_ny_UPS2 -

Select Al Clear All
@ UPS ASSOCIATION
TestLab_ohio_UPS3

B POWERINSIGHT TestabrS2

TestlLab_UPS1

I TESILAU_UIIU_UF o0

PRISM SETTINGS

Do you want to remove all associations for all UPSs applied in filter?
TestLab_ny_UPS2

10.0.128.53 Yes m
ﬁ CHANGE PASSWORD
TestLab_ohio_UPS3

O TestLab_ny_UPS2

o [ ven]

Version: 1.0.0.0

8. Atany point, if you switch to a different cluster from the cluster drop-down you may receive a warning if any
unsaved changes in associations of currently selected cluster are found. If the unsaved associations are
important click the No button.
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Figure 3.16 Switching Cluster Selection

& VERTIV.

Associate UPS(s) with AHV Host(s) for selected cluster:

A HOME nc2-1n-pc-aws-esbeg2 (1 Nodes) v ]
Ow SSHACCESS [ x TestLab_ohio_UPS3 x TestLab_ny_UPS2 ']
@ UPS ASSOCIATION 10.0128.70

TestLab_ohio_UPS3

1 TestLab_ny_UPS2 . :
Al  POWER INSIGHT UPS Association
10.0.128.73

TestLab_ny_UPS2 Do you want to discard unsaved associations?
£ PRISM SETTINGS
O TestLab_ohio_UPS3

10.0.128.53 Yes m
ﬁ CHANGE PASSWORD
TestLab_ohio_UPS3

(O TestLab_ny_UPS2

Version: 1.0.0.0

NOTE: If you no longer with to perform graceful shutdown management of AHV Hosts in a cluster and remove these
from management by AHV Plugin, select the Cluster and remove all associations from all Hosts. Click Apply when
done. All associations are removed from AHV Plugin database and the Cluster is reverted to unmanaged state.

Figure 3.17 Unmanage AHV Hosts to Exclude from Graceful Shutdown Management

9 VERTIV.

Associate UPS(s) with AHV Host(s) for selected cluster:

f HOME [ demo-aws-3n-9v7jzv (3 Nodes) - ]
O~ SSHACCESS [ x Testlab_ohio UPS3 x Testlab_ny_UPS2 v}
# UPS ASSOCIATION 10.0.128.70

O TestLab_ohio_UPS3

O TestLab_ny_UPS2
Bl POWERINSIGHT
10.0.128.73

O TestLab_ny_UPS2
* PRISM SETTINGS
O TestLab_ohio_UPS3

10.0.128.53

ﬁ CHANGE PASSWORD
O TestLab_ohio_UPS3

O TestLab_ny_UPS2

Lo Jooes

UPS associations saved successfully.

Version: 1.0.0.0

3.6 Establishing SSH Trust between AHV Hosts, CVMs and AHV Plugin

In order to perform a graceful shutdown of AHV hosts in a cluster, AHV Plugin must be able to establish SSH connection with
the hosts and cvms.
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1. Click SSH Access from Plugin menu.

2. Click Copy SSH key button to copy the SSH public key of AHV plugin to clipboard.

3. Open Prism console for clusters you would like to manage with AHV plugin and add the copied key in Prism
cluster lockdown section. From this point onwards AHV can establish SSH connection with hosts and cvms in
the cluster.

Figure 3.18 SSH Authentication

A HOME

Ow SSH ACCESS

@ UPSASSOCIATION

i POWER INSIGHT

£ PRISM SETTINGS

ﬁ CHANGE PASSWORD

&9 VERTIV.

SSH Authentication:

In order to carry out graceful shut down of AHV Hosts in a Nutanix cluster, AHV Plugin establishes SSH connection with AHV Hosts and CVMs in the cluster.
To facilitate this, AHV Plugin virtual appliance comes pre-installed with SSH key-pair. Copy the SSH public key and add it in'Prism console' -> Settings ->
‘Cluster Lockdown' section for all the clusters you wish to manage with AHV Plugin. This establishes a relation of trust between AHV Hosts and CVMs in
Nutanix cluster and AHV Plugin. From this point onwards AHV Plugin can establish key-based SSH connections with AHV Hosts and CVMs.

Note: AHV Plugin establishes SSH connections with AHV Hosts and CVMs using 'nutanix’ user.

'AHV Plugin SSH public key for quick reference:

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAACAQCMISNwZdQ1xkcaNfvWVUK{Ik9xjk8KDOyRp/d+LRekTXSIWNXiPJiDhniDEJVANbKDIFuoFKu2valUWZ2gmr
AzqBQOV+g1D5Ng6BV/Rn300F89qJYM+Pssfk5ik0wd]jVLo8rDy0+3VFiUB8pcxU+NIUiTprP272B8meBuAicl9GerPBzftSqHItpeqGMkvg4QzDwROIJ1T3EhdwSB
pwfeGC350/Q/KAWHSPOLWeJ+PrAX0mJ5DBik4yruHqWKIle 50EfnsXYu1wrN2MggoXBrd1tucl1n7Jo5FKqarYL7+9n0gSQwKJuk6y4FoW2bDSVjCqRwubyeJX
54Pp1wt745fXYLNxx/Zxms2MZHRy3Jt+DzFC5Pr2xive/Vxxuh53Sp3pzzBQpjmMHLuUUIpagNnHmMmOHxdQI/YgXiJCsoYfRzD1ZhZfp68w7lc6y1VFxyrA3nPaAQ
X4/u1E3k/ugMOx/Yq+xBI9R4HCILVLKkmPNB8IYuPcr/UMKwr2nrW7c19i/yK9Dh+5hUnlv/A6pcjJn8qQkS1aLNOTQAUpICupmMB4CassQPbnMQOyQUMIfzShHn
bOWKJS+Hg2BEiqvwzSsFoyhHumO0ARy52++9KUF1MT On+uGizmi5RJktzmJQNELbKNMfwicvtDs GIRXEad12jg8HPAD8T6is 5cVX3p5WA7w== vertiv@ip-10-0-

1182
Copy SSH key

Version: 1.0.0.0

3.7 Change Password

To change password for admin user, follow the below steps:

1. Click Change Password in Plugin menu.

2. Enter current password, new password and then re-type new password.

3. Click Apply.

NOTE: It is recommended to change the default password on first login.

Proprietary and Confidential ©2023 Vertiv Group Corp.
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Figure 3.19 Change Password

&9 VERTIV.

Change Password:

A HOME

Current password

Ow SSH ACCESS New password

@ UPS ASSOCIATION Confirm new password

i POWER INSIGHT

£ PRISM SETTINGS

ﬁ CHANGE PASSWORD

Version: 1.0.0.0
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4 Troubleshooting

This chapter details various problems or cases you may encounter and provides a troubleshooting actions. See Table 4.1
below to find the solution for the listed problems.

Table 4.1 Troubleshooting

Problem Solution

When you open the UPS association screen, and you may observe one of the
following errors:

e Cannot find Power Insight registration details in database.

e Prism Settings are unavailable, add details in Prism Settings

section and try again Check you have valid Host details setup in Power Insight and Prism Settings sections.

e 503 SERVICE UNAVAILABLE: Http request to endpoint
127.0.0.1:9080 failed with error. Response status: 2.

e Error connecting with Prism https://nutanix-ahv-server-
name:9440/PrismGateway/services/rest/v2.0/clusters:
Jjava.net.ConnectException: Connection timed out.

e Ifyou copied AHV Plugin SSH public key and added it in Nutanix Prism cluster lockdown section,
delete it from Prism.

® Ifyou created Power Insight APl key and secret and added these in AHV Plugin Power Insight

To uninstall AHV Plugin. : ) . .
Hninsts ua! integration section, open Power Insight application, browse to Integration Management section

and delete the APl key and secret.

e Shutdown AHV Plugin VM and delete the virtual machine.

Run the following command to reset the IP address:

If you need to use two AHV plugin instances, it may happen that the IP o cdin-i fealiEdiieTd
addresses of the two virtual machines running the plugins are the same.

e systemd-machine-id-setup
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Connect with Vertiv on Social Media
n https://www.facebook.com/vertiv/
https://www.instagram.com/vertiv/
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