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1. Overview

This technical note provides step-by-step instructions to map local user groups to user groups from an external authentication provider such as Active
Directory (AD) or LDAP. Given the complexity of the mapping process, refer to the Process Diagram and Sequence of Operations sections for a summary of
the operations that must be completed to successfully map local user groups. In order to map local user groups to external authentication provider user
groups, you must follow the outlined procedures for configuring the local user group, resource group, and target role. Role permissions must be assigned to
target devices in the resource group associated with the local user group. After the mapping is completed, members of the external authentication provider
user groups will have the same target role permissions as the users from the local user groups.

This technical note applies to the following Vertiv™ Avocent® DSView™ Solution products:
e Vertiv™ Avocent® MP1000 Management Platform

e Vertiv™ Avocent® MP1000VA Management Platform Virtual Appliance
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2. Process Diagram

The following diagram describes the components in the Vertiv™ Avocent® MP1000 Management Platform and Vertiv™ Avocent® MP1000OVA Management
Platform Virtual Appliance that must be configured to allow mapping of a local user group to an external authentication provider user group. The purple
arrows indicate the configuration processes that are described in this technical note.
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3. Sequence of Operations

This section describes the sequence of operations for mapping a local user group to a user group from an external authentication provider.

1.

Ensure an external authentication provider has already been added, enabled, and tested on the management platform appliance. If the provider
has not been set up, refer to (Prerequisite) Setting Up an External Authentication Provider. If the provider has already been set up, continue to
the next operation.

Create a local user group with one or more users or use an existing group. To create a new local user group, refer to the Creating a Local User
Group section.

Assign a system role to the local user group. Refer to the Assigning a System Role to the Local User Group section.

Create a new resource group that contains one or more target devices or use an existing group. To create a new resource group, refer to the
Creating a Resource Group section.

Assign the resource group to the local user group. Refer to the Assigning a Resource Group to a Local User Group section.

Create a target role that allows users from a local user group to perform specific target device operations based on the permissions assigned to
the target role. Refer to the Creating a Target Role section.

Assign the target role to the resource group. Refer to the Assigning a Target Role to the Resource Group Assigned to a Local User Group
section.

Map the local user group to a user group from the previously configured external authentication provider. Refer to the Mapping a Local User
Group to An External Authentication Provider User Group section. When a user from the external authentication provider group logs into the
management platform appliance, they will have the same role permissions that are assigned to the local user group.

Perform a test to connect to the external authentication provider with a user from an external authentication provider user group that has been
previously mapped to a local user group. Refer to the Testing Access to an External Authentication Provider section.
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4. (Prerequisite) Setting Up an External Authentication Provider

Before mapping a local user group to an external authentication provider user group, an external authentication provider (AD or LDAP) must be added to
either the Vertiv™ Avocent® MP1000 Management Platform or Vertiv™ Avocent® MP1000VA Management Platform Virtual Appliance. Once added, the

provider must be enabled, and you should test the connection to the provider to ensure it is successful.

Adding an external authentication provider

NOTE: If the management platform is part of a High Availability (HA) cluster, the external authentication provider should be added to the Primary

node in the cluster.

1. From the left-hand sidebar, click Administration - Authentication Providers screen.

2. Click the Add icon (+) at the top right corner.

3. Select the AD/LDAP authentication provider option. A dialogue box appears for the chosen authentication provider.

4. Enter the required configuration information for the authentication provider, according to the table below.

PARAMETER ‘ INSTRUCTION

Template Type

Choose the template to use for each authentication type: AD Secure, AD Insecure, LDAP Secure or LDAP Insecure.

Name

Enter the name of the server for the selected authentication type.

Port

Enter the port to use for the selected authentication type. The default port for AD Secure and LDAP Secure
connections is 636. The default port for AD Insecure and LDAP Insecure connections is 389.

NOTE: If you selected the AD Secure or LDAP Secure template type, ensure that access to the management
platform web Ul does not generate any certificate errors on the browser. If a certificate error occurs, refer to

the Generating a Certificate Signing Request (CSR), Updating Web Ul Certificate with CA Signed Certificate
and Importing a CA Signed Certificate to a Client Machine Trust Store sections in this document.

Host

Enter the hostname or IP address for the authentication server. It is recommended to enter the hostname for the
external authentication provider.

NOTE: If you selected the AD Secure or LDAP Secure template type, ensure that you specify the fully
qualified domain name (FQDN) of the domain controller for the External Authentication Provider in the Host
field. If you select the AD Insecure or LDAP Insecure template type, you may specify the IP address of the
domain controller for the External Authentication Provider in the Host field.

User Base DN

Enter a User Base DN on the authentication server. For example, if the server is DCIMAccess.net, then the User
Base DN is DC=DCIMAccess,DC=net.

Group Base DN

Enter a Group Base DN on the authentication server. For example, if the server is DCIMAccess.net, then the Group
Base DN is DC=DCIMAccess,DC=net. Make sure that the Group Base DN value does not contain the CN property.
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PARAMETER ‘ INS ION

Enter the distinguished name attribute for the user associated with the authentication server. In the example below,
the AD or LDAP user account, which will be linked to the management platform, is a service account. To access the
Properties panel for the service account, select the COM+ tab and copy and paste the value from the
distinguishedName property.

sccount Properties
Published Cedificates Member Of Password Replication [Dialin  Object
Security Environment Sessions Remote control
General Address  Account  Profile Telephones  Organization
Remote Desktop Services Profile COM+ Attribute Editor
Adtributes
Attrbute Value {n
countryCode 0
dBCSPwd ot set>
Username defoukCassSlore <ol set>
department <not set>
department Number <not set>
description Service Account - Test
desitopProfile <not set>
destinationindicator <not set>
displayName serviceaccount
displayNamePrintable  <not set>
[aistngu Cheservi CN=Users DC-DCMAG |
division ot set>
dSASignature <not set> i |
String Attribute Editor X
Attribute:: distinguishedName
Value:

Password Enter the password for the service account in the authentication server.

Select the appropriate group mapping mode:
Group Mapping e Map or match groups by name
Mode e  Map external groups

e Match external groups by name (recommended for large external groups)

SSL Mode Enable/disable secure SSL connections for AD Insecure or LDAP Insecure authentication types.

Select the Advanced drop-down list to display a list of options to search based on users or groups on the AD or
LDAP authentication server.

Advanced ~
User based search Group based search
Filter Filter
Advanced ‘ (objectCategory=person) ‘ ‘ (objectCategory=group) |
(Optional) ‘ S .
User Name attribute Scope Group Name Attribute Scope
‘ sAMAccountName ‘ {SubTree v } ‘ sAMAccountName ‘ [SubTree v ]

User Base ID Atiribute User matchers

‘ DN ‘ Group attribute User Base Attribute

‘member ‘ |distinguishedName |
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PARAMETER ‘ INS TION

e Filter - Enter the object category “(objectCategory=person)” filter. See the example below for the
service account user.

serviceaccount Properties ?

Published Certificates Member Of Password Replication Dialin
Security Environment Sessions Remote coni
General Address Account Profile Telephones Organid
Remote Desktop Services Profile COM+ Adtribute Edj

Attributes:
User Based

Search Attrbute Value

(Optional) msTSProperty01 <not set>
msTSProperty02 <not set>
msTSReconnectionA... <not set>
msTSRemoteControl <not set>
msTSSecondaryDesk... <not set>
msTSWork Directory <not set>
name serviceaccount
network Address <not set>
ntPwdHistory <not set>
o <not set>

objectCategory CN=Person CN=Schema ,CN=Configuration

e User Name attribute - Enter the “sAMAccountName” attribute for the authentication server. See the
example below for the service account user.

serviceaccount Properties ?

Published Cerfficates Member Of Password Replication Dialin
Security Environment Sessions Remote conl
User Based General Address  Account Profile Telephones  Organiz

Search Remote Desktop Services Profile COM= Attribute Ed

(continued)

e  Scope - Leave as default: SubTree

° User Base ID Attribute — Enter DN as the attribute.
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PARAMETER ‘ INS TION

e  Filter - Enter the object category “(objectCategory=group)” filter.

e Group Name attribute - Enter the “sAMAccountName” attribute for the authentication server.

serviceaccount Properties ?

Fublished Cerificates  Member Of Password Replication Dialin |

Sacurity Environment Sessions Remote con
General  Address  Account  Profile Telephones  Onganij
Group Remocte Desktop Services Profile COM-+ Attribute Ed
Based
Search
(Optional)

e  Scope - Leave as default: SubTree
e User Matchers

o  Group attribute — Enter member as the attribute.

o  User Base Attribute - Enter distinguishedName as the attribute.

5. After entering the configuration information, click the Add Provider button. The new authentication provider will be displayed on the
Authentication Providers screen.

6.  Next, enable the external authentication provider. Refer to the Enabling the External Authentication Provider section.

7.  After the provider has been enabled, perform a test to connect to the provider with any user, such as a service account, from an external
authentication provider user group. Refer to the Testing Access to an External Authentication Provider section.

Enabling an External Authentication Provider
1. From the Administration — Authentication Providers screen, select the external authentication provider to enable.

2. Hover your mouse over the row of the provider, click on the vertical ellipsis on the right side of the row and then click Enable.

Q Vertiv_ Administration p @
Avocent® MP1000 <
veny Authentication Providers o
@ Dashboard
Q
= Targets
Provider Name Type Enabled
O Sessions
Local Users Local (]
B Management
hsvsystest AD AD/LDAP [-]
X Administration i Delete
User Management @ Enable
Roles & Permissions O Test

Credential Profiles
Events

Alarms

Authentication Providers
Firmware Updates
System Settings

Scheduler
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Testing Access to an External Authentication Provider
1. From the Administration — Authentication Providers screen, select the external authentication provider to test.

2. Click on the vertical ellipsis on the right side of the row and click Test.

Q Vertiv_ Administration @ @
‘Avocent® MP1000 <
VENy Authentication Providers °
@ Dashboard
aQ
= Targets
Provider Name Type Enabled
O Sessions
Local Users Local (]
B Management
hsvsystest AD AD/LDAP (]
£ Administration § Delete
User Management @ Disable

Credential Profiles
Events

Alarms

Authentication Providers
Firmware Updates

System Settings

Scheduler

3. The Test Authentication Provider dialogue box appears. Enter a valid username and password for a user that belongs to a group in the external
authentication provide and click the Test button.

4, Verify that a confirmation message appears, indicating that a connection to the external authentication provider has been accepted and the user
has been authenticated and authorized. If the connection is not authorized, refer to Sequence of Operations.

Test Authentication Provider

DCIM102ZADSecure

Username Password

& Connection Accepted *

5.  If the connection has been accepted and authenticated but not authorized, proceed to the next step in the Sequence of Operations section to
map a local user group with external authentication provider user groups and to authorize the connection to the provider.
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5. Creating a Local User Group

1. From the Administration - User Management screen, select the Groups tab and click the plus icon (+) in the top right corner to add a local user
group.

2. An Add New Group dialogue box appears. In the Group Name field, enter the name for the local user group.
3. Check the boxes for each user you want to add to the local user group. The local user group must contain at least one user.

4. Click the Add Group button.

6. Assigning a System Role to the Local User Group
1. From the Administration - User Management screen, select the Groups tab.
2. Click on the local user group to which you are assigning a system role. The Properties side panel opens.

3. Click the Edit icon (pencil) for the Group Properties section.

Vertiv" =
0L e [ o 9 . x
ey User Management Q My User Group
Users Groups
(@ Deshboard
@ ~ Group Properties Vd
= Tagets ] ]
oroups &
o Ssessions « Users Va

2 MyUserGroup

B Management *  2Users
~ Resource Groups Vi
& Acministration
User Management v External Groups Vi

Roles & Parmissions
Credential Profiles

Events

Alarms
Authentication Providers h

Firmware Updates
System Settings
Scheduler

License

4. Check the box of a system role to assign to the local user group. In the example below, the User-Administrator-Role has been assigned to the
local user group My User Group.

& vew Aamisration [5:) . .
wenu User Management e My User Group
Users  Groups
(@ Dashboard
Q € Group Properties.
= Targets ]

Groups & Group Name:

My User Group

Preemption Level (1: Lowest, 4 :

B sessions

. My User Group
= 2Users

»

B Management
& Administration

User Management

O E

E

ES

Ii
<

Roles & Permissions
System Roles
Credential Profiles
(@ selectn
Events
() system-Administrator-Role
Alarms

User-Administrator-Role
Authentication Providers
Firmware Updates [ system-Maintainer-Role
System Settings [ user-Role
Scheduler

License

|== Network Configurati...

<
<
3
8
N

5. Click the Save Changes button.
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7. Creating a Resource Group
You can create a resource group to manage one or more target devices as a group.
1. From the Targets — Resource Groups screen, click the plus icon (+) in the top right corner.
2. An Add Resource Group dialogue box appears. In the Group Name field, enter the name of the resource group.
3. Check the boxes for each target you want to add to the resource group or check the Select All box to add all targets to the resource group.

4. Click the Add Resource Group button. The new resource group and its associated targets are now displayed on the Resource Groups screen.

8. Assigning a Resource Group to a Local User Group

You can assign the resource group to the local user group. This allows users of the local user group to access the target devices in the resource group and
perform specific operations on the target devices based on the target role that is associated with the resource group.

1. From the Administration - User Management screen, select the Groups tab.
2. Select the local user group to which you are assigning a resource group. The Properties side panel opens.

3. Click the Edit icon (pencil) for the Resource Groups section.

Iﬂ Vel e < Adsaishaton Q . .
weses User Management ° My User Group
Users  Groups
(D Dashboard
75 ~ Group Properties s
= Targets ]
roaps 3
O sessions sl ~ Users Va
ve My User Group =
|8 Management =% 2Users
~ Resource Groups 6
b administration
User Management ~ External Groups 7

Roles & Permissions
Credential profiles
Events

Alsrms

Authentication Providers
Firmware Updates
System Settings
Scheduler

License

[ etwon: configurat

4, Select a resource group to assign to the local user group. In the example below, the resource group My Resource Group has been assigned to the
local user group My User Group.

&9 vertiv, Administration @
Erem < o .
— User Management €  MyUserGroup
vsers Groups
kD pashboard
Q v Group Properties v
= Targets 5
oroups = R
@ Sessions v Users v
we  MyUser Group N
l&8 vanagement =
4 Add Resource Groups
& Administration
User Management Select All Q
Roles & Permissions My Resource Group
20evices
Credential Profiles
e =
Alarms
Authentication Providers + External Groups ’
Firmware Updates
system Setings
Scheduler
License
F Network Configurati,

5. Click the Save Changes button.

PROPRIETARY AND CONFIDENTIAL. © 2025 Vertiv Group Corp. Page 9 of 15



V¢ VERTIV.

9. Creating a Target Role

You can create a target role which will have permissions to perform specific operations on target devices.
1. From the Administration — Roles & Permissions screen, click the plus icon (+) in the top right corner to add a target role.
2. An Add New Role dialogue box appears. Enter the name of the target role and provide a description for the target role.

3. Select the permission(s) to be assigned to the target role. In the example below, the name of the target role is User-Group-Target-Role and both
the Configure Appliance Settings and Configure Devices permissions have been assigned to the target role.

Add New Role X

Name:

User-Group-Target-Role

Description:

This role will be used for mapping a local user group to
an external AD group.

Select All
Boot order Control l

Browse Virtual Media Disk Image

B 0O 0O =

Configure Appliance Settings

O

Configure Data Points

a

Configure Devices

4. Click the Add Role button. The new target role is now added to the Roles & Permissions screen.
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10. Assigning a Target Role to the Resource Group Assigned to a Local User Group
You can assign a target role which will have permissions to perform specific operations on target devices to a local resource group.
1. From the Administration - User Management screen, select the Groups tab.

2. Click on the local user group to which you are assigning a target role to the resource group associated with the local user group. The Properties
side panel opens.

3. Click the Edit icon (pencil) for the Resource Groups section.

4. Click the Edit Roles icon next to the name of the resource group.

Vertiv™
R — ° . }
venu User Management Q My User Group
Users Groups
@ Dashboard
Q + Group Properties v
= Targets &
Groups &
O Sessions v Users Va
e MyUser Group -
B Management =% 2Users
~ Resource Groups Vi
& Administration
User Management = Sortby: Name
Roles & Permissions My Resource Group 2 @
Events
+ External Groups Va
Alarms
Authentication Providers
Firmware Updates
System Settings.
Scheduler
License
&8 Network Configuration
A Notification Settings
5. Select the target role associated with the local user group.
& e, . amiisiaton @ o g
- User Management & MyUser Group :
Users  Groups
@ Dashboard
a v Group Properties /
= Targels W
arops 3
@ Sessions v Users 7
4o My User Goup =
B Management == 2Users
Edit Roles
«
£ Administration My Resource Group
User Management iy
sect
Roles & Permissions
User-Group-Target-Role:
Credential Profiles g This ol slloms coniguraton ot
permissions for tangets in a resource.
Events group.

: [m] System-Maintainer- Target-Role
Authentication Providers Target Role for System Maintenance
Firmwace Updates o User-Target-Role

Target Role for Users
Systern Settings
e ]
License
I Wetwork Conguraton v External Groups /s
A Notification Settings

6. Click the Save Changes button.
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11. Mapping a Local User Group to an External Authentication Provider User Group

After adding, enabling, and testing the external authentication provider on the management platform appliance and completing all other configuration
procedures described in this document, you can now map a local user group to an external authentication provider user group.

1. From the Administration - User Management screen, select the Groups tab.

2. Click on the local user group that you are mapping to a user group from an external authentication provider.

& mwm ‘ N 0

weru User Management [+ ]
D Desinan s

B Teges [ ]

B SessanE

iy e Sros
B wragomet Ba ..

BB rictwarh GOt

3. Click the Edit icon (pencil) associated with the External Groups section.

o veriv Adminisiration @
Avocent® MP1000 < ah X
mEny User Management Q My User Group
Users Groups
@ Dashboard
Q ~ Group Properties 7
&= Targets [l
croups 3
@ Sessions « Users 7
«  MyUser Group =
A
B Management L 2Users
~ Resource Groups. Vi

%3 Administration
User Management ~ External Groups @

Roles & Permissions

Credential Profiles
Events

Alarms

Authentication Providers
Firmware Updates
System Settings
Scheduler

License

& Network Configurati...
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4, Select the group or groups from the external authentication provider to be mapped to the local user group. In the example below, the external
authentication provider group Domain Admins will be mapped to the local user group My User Group.

NOTE: If the list of external authentication provider user groups is long, you may edit the properties on the external authentication
provider and configure both the User Base DN and Group Base DN to narrow the search for user groups before mapping the external
authentication provider user group to the local user group. After the mapping is completed, you can remove the configuration for User
Base DN and Group Base DN as needed.

Vertiv" =
& Avocens® MEE00 : Administration " :
wow User Management o [
Users Groups
@ Dashboard
2 ~ Group Properties ’
= Torgets s
Groups
B Sessions . - ,
2o MyUser Group A
B Management Wi o

~ Resource Groups r
£ Administration

% Edit External Groups

User Management
Roles & Permissions " Sortny: tame Q
Credential Profiles | AL Domain Admins l
Events

e
Alarms
Authentication Providers
Firmware Updates.
‘System Settings

Scheduler

License

5 Network Configueati

5. Click the Save Changes button.

12. Generating a Certificate Signing Request (CSR)
If you need to request a signed certificate from a certificate authority (CA), you can generate a CSR.

1. From the Administration — System Settings - Certificate screen, click the Generate signing request icon in the top right corner. The Generate
Certificate Signing Request dialogue box appears.

2. Fill out the information and click the Generate button. The CSR generates and downloads to your local system as a PEM file called

certificate.pem.

NOTE: To establish a secure connection with the web Ul, you must include the FQDN (Fully Qualified Domain Name) in the SAN (Subject
Alternative Name) field of the CSR request.

3. Submit the generated CSR file to a CA to get a signed certificate in PEM format.

NOTE: The signed certificate must be in PEM format. If you receive the signed certificate from CA in a different format such as pb7 or p12,
then you must convert the signed certificate to PEM format before replacing the self-signed certificate with the CA signed certificate.

13. Updating Web Ul Certificate with CA Signed Certificate
After obtaining the signed certificate from a CA in PEM format, you can update the default management platform web Ul certificate.
1. From the Administration - System Settings - Certificate screen, click the Update certificate icon in the top right corner.

2. Using the File Explorer Window pop-up, select the signed certificate file that was obtained from the CA and click the Open button to update the
existing web Ul certificate.

3. The Certificate screen refreshes and displays the updated certificate information.
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14. Importing a CA Signed Certificate to a Client Machine Trust Store

After receiving a signed certificate from a certificate authority (such as Verisign), you must add the signed certificate to the Windows trust store on the
client machine. If the signed certificate is not in PEM format (P7b, P12), you will need to convert the signed certificate to a certificate with PEM file
extension before importing it to the client machine trust store.

1. Open the Google Chrome browser.
2. From the top right corner of the browser, click the main menu, and then click Settings - Privacy and Security — Security — Manage Certificates.

3. From the Certificate Manager screen, click the Manage imported certificates from Windows option to display the Certificates dialogue box.

Local certificates

Local certificates that have been added by your operating system or your administrator.

Windows
Use imported local certificates from your operating system o)
77 certificates
View imported certificates from Windows »
Manage imported certificates from Windows e}

4. From the dialogue box, click the Import... button.

Certificates X

Intended purpose: |<AI) Vl

Personal Other People Intermediate Certification Authorities  Trusted Root Certificatior| ¥ | * |

Certificate intended purposes

5. The Certificate Import Wizard appears. Click the Next button.
6. From the File to Import screen, click the Browse... button, locate the signed certificate on the local machine, and click the Next button.

7. Click the radio button for the Place all certificates in the following store option and click the Browse... button.
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8.  Click on the Trusted Root Certificate Authorities trust store and click OK.

9.  Click the Next button.

10. The Completing the Certificate Import Wizard screen appears. Click the Finish button.
1. Click Yes to accept the security warning.

12. A message displays, indicating that the Import Certificate operation was successful. The signed certificate has been added to the Trusted Root
Certification Authorities trust store. Click the OK button and then close the Certificates dialogue box.

© 2025 Vertiv Group Corp. All rights reserved. Vertiv™ and the Vertiv logo are trademarks or registered trademarks of Vertiv Group Corp. All other names and logos referred to are
trade names, trademarks or registered trademarks of their respective owners. While every precaution has been taken to ensure accuracy and completeness here, Vertiv Group
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