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The information contained in this document is subject to change without notice
and may not be suitable for all applications. While every precaution has been
taken to ensure the accuracy and completeness of this document, Vertiv
assumes no responsibility and disclaims all liability for damages result from use
of this information or for any errors or omissions.

Refer to local regulations and building codes relating to the application,
installation, and operation of this product. The consulting engineer, installer,
and/or end user is responsible for compliance with all applicable laws and
regulations relation to the application, installation, and operation of this product.

The products covered by this instruction manual are manufactured and/or sold
by Vertiv. This document is the property of Vertiv and contains confidential and
proprietary information owned by Vertiv. Any copying, use, or disclosure of it
without the written permission of Vertiv is strictly prohibited.

Names of companies and products are trademarks or registered trademarks of
the respective companies. Any questions regarding usage of trademark names
should be directed to the original manufacturer.

Technical Support Site

If you encounter any installation or operational issues with your product, check the pertinent section of this
manual to see if the issue can be resolved by following outlined procedures.

Visit https://www.vertiv.com/en-us/support/ for additional assistance.
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1 Software Introduction

1.1 Overview

Vertiv™ Power Insight User Manual

The Power Insight application is a web browser-based monitoring tool for your power infrastructure devices, and provides a
central location to view power status, alarms and trends. It supports up to 100 critical power infrastructure devices.

1.2 Function

Power management applications 2.4 and later have the following features and benefits:

1Software Introduction

Centralized power reading access
Discovery and monitoring capabilities

Alert triggered email and SMS notifications
Protect the server in contingency situations
Profile concept for easy reusability

Default settings to get started quickly
Shutdown script added

Redundant shutdown
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2 Installation of the software

2.1 Installation Requirements

2.1.1 Hardware

Power Insight Hardware Requirements:

Minimum Configuration

e CPU:4core
e Memory:8 GB
e Hard drive: 256 GB of free disk space

Recommended Configuration

e CPU:8core
e Memory:8GB
e Harddrive: 2TB free disk space

2.1.2 Software

Power Insight Supported 64-bit operating system:

e Microsoft Windows 7 and10
e Microsoft Windows Server 2012 R2 and 2016
e Red Hat Enterprise Linux 7.1 (With graphical user interface)

Power Insight Supported Browsers:

e Google Chrome 55 or above (desktop and tablet)
e Microsoft Edge 38 or above (desktop)

e Safari Mobile 9 or above (tablet)

e Internet Explorer 11 (Desktop)

e Firefox 51 or above (desktop)

Automation Agent Supported operating systems (for server shutdown):

e Microsoft Windows 7,8.1and 10

e Microsoft Windows Server 2008 R2, 2012 R2 and 2016
e Microsoft Hyper-V Server 2012 R2 and 2016

e Red Hat Enterprise Linux 6.7,6.9and 7.1- 7.4

2 Installation of the software 3
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NOTE: The shutdown function also supports virtual machines: VMWare ESXi 5.5, 6.0 and 6.5, but there is no need to
install Automation Agent for virtual machines.

NOTE: x64 bit only support for Hyper-V and Red Hat systems.

2.2 Software Download

The following sections provide information on how to register an official account and download the Automation Agent and
Power Insight software.

2.2.1 Account Registration

If you do not have a Vertiv™ account, register on the official website of Vertiv. The latest version of the software cannot be
downloaded until registration is complete.

Sign-up Steps:

1.

2.

From a web browser, navigate to www.vertiv.com and click Support.

Click "Software/Firmware Updates" > click "Software Product Downloads" > jump to a new page:

&9 VERTIV.

Clear All Filters

Search within

) Al Resuits

Refine by

CONTENT TYPE

= Software & Firmware (13)
Warranty & Registration (7)
Articles (3)

Manuals (1)

PRODUCT CATEGORY

MONITORING, CONTROL AND MANACEMEN

ERANDS

ertiv (2)

osist (1)

++

13
Refi

Q

Products & Services  Solutions  Support  About

Search Results

fine search

sorrware & Fimware (3 || sorrware

1-100f13Results | Show 10 | 25 | 50 | All

Power Insight and Vertiv™ Power Assist Software Downloads

Alber CRT 400 - Software Downloads

Firmware donnloads for the Alber GRT 400

SOFTWARE AND FIRMWARE
Enterprise Software Downloads

Power Insight Software Downloads

Partners  Investors  Contact

sortby:  Most Recent v

CPreviousPage 12 NextPage)

The Power Insight Application is the monitoring software for the Lisbert GXT3, GXT4, APM and APS UPS syster

Figure 2.1
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Find "Power Insight Software Downloads on the page and click. The following page is displayed.

SOFTWARE AND FIRMWARE
Power Insight a complimentary web-based software designed
to monitor up to 100 Vertiv™ UPSs and rPDUs.
To successfully install the Istest version of the application you must:
* Register on Vertiv™ software downloads portal
* Download and install the Power Insight
ATTENTION: To upgrade the Power Insight, please read the all instructicns linked below.
Users with version 2.1 enly MUST FOLLOW ALL UPGRADE INSTRUCTIONS outlined in the: Power
Insight User Guide, section 25 page 8.
Users with version 2.0 or lower will need to uninstall their current version of Power Insight and
reinstall Power Insight 2.2.
Register  Login
Latest Releases
Release
Product Notes Version Download
and Date
Power Insight
o XXXX Release Notes
Application
Installer (#Windows) XXXX Power Insight 2.3.0 Windows.zip
Installer (Linux} XXXX Power Insight 23.0 Linux.zip
Actomation Agent (i trellis-automation-agent-installer-
o on Agent EHinx XXX TMOHinuxta
MDS Checksum
. trellis-automation-agent-installer-
Automation Agent .
Windows Shutd XXXX 1N.0-windows.
MDS5 Checksum
Aotomation Aaent trellis-automation-agent-installer-
pony “:ﬁsgshum XXXX 1M.0-windows_
indows lown)
MDS Checksum
Figure 2.2
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4. Click on the object and a pop-up window requesting for login details is displayed.

SOFTWARE AND FIRMWARE
Power Insight a complimentary web-based software designed
to monitor up to 100 Vertiv™ UPSs and rPDUs.

To successfully install the latest version of the application you must:
* Register on Vertiv™ software downloads portal
* Download and install the Power Insight
ATTENTION: To upgrade the Power Insight, please read the all instructions linked below.

Users with version 2.1 only MUST FOLLOW ALL UPGRADE INSTRUCTIONS outlined in the: Power
Insight User Guide, section 2.5 page 8.

Users with version 2.0 or lower will need to uninstall their current version of Power Insight and
reinstall Power Insight 2.2.

Log in.

Please login to verify your access to Software files.

WARNING: Your account will be locked after 5 incorrect login attempts. Please Click “Forgotten Username or
Password” to recover your credentials, if needed.

Create an Account

Figure 2.3

5. Click Register in the upper right corner. The browser pops up a new window named as "Register" as shown below:

2 Installation of the software
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Register

Login

Create an Account for Infrastructure Management Software Downloads

User name *

Enter user name

Email address *

Enter email

Title

please-select

Company *

Enter company

Language

English

Address *

Enter address

City *

Enter city

Telephone *

Enter telephone

Ll agree to the Terms of Use =

CREATE ACCOUNT

Password *

Enter password

Confirm password *

Confirm passwo

First Name *

Enter first name

Country *

please-select

US State *

please-select

Fax Number

rd

Last Name *

Enter last name

Postal Code *

v Enter postal code

* Required Fields

2 Installation of the software

Figure 2.4
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Fill in the required fields (fields marked by red asterisk are mandatory) and click / agree to the Terms of Use and then click
Create Account. The mailbox verification page is displayed.

6. Access the email address provided during the registration process and obtain the activation code from the
“Welcome to Vertiv™ Software Downloads” email.

7. Enter the activation code in the Code field and click Submit. Registration is complete.

8 2 Installation of the software



2.2.2 Download

1.
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Access the page of Add UPS, rPDU on page 27 by following the registration process mentioned in Account

Registration on page 4.

SOFTWARE AND FIRMWARE
Power Insight a complimentary web-based software designed
to monitor up to 100 Vertiv™ UPSs and rPDUs.

To successfully install the latest version of the application you must:

* Register on Vertiv™ software downloads portal
+ Download and install the Power Insight
ATTENTION: To upgrade the Power Insight, please read the all instructions linked below.

Users with version 2.1 only MUST FOLLOW ALL UPGRADE INSTRUCTIONS outlined in the: Power
Insight User Guide, section 2.5 page 8.

Users with version 2.0 or lower will need to uninstall their current version of Power Insight and
reinstall Power Insight 2.2.

Register Login

Log in.

Please login to verify your access to Software files.

WARNING: Your account will be locked after 5 incorrect login attempts. Please Click “Forgotten Username or
Password™ to recover your credentials, if needed.

Create an Account

2 Installation of the software
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2. Click Log inin the upper right corner. A new window will pop up in the browser as shown below:

Hi, [chaotec123] Latest Releases

Log off

Login.

Please login to verify your access to Software files.

2 User name The user name field is required.
i~ allll

& Password The password field is required.
=

WARNING: Your account will be locked after 5 incorract login attempts. Please Click “Forgotten Ussrname or
Password” to recover vour credentials, if needed.

Forgotten Username or Password?

Create an Account

Figure 2.6

3. After entering the previously registered username and password, click the LOG IN button. Go to the download

page, see Figure 27 below

Latest Releases
Preduct Notes RssisenED Download
and Date
Power Insight Application XXXX Release Notes
Installer (Windows) XXXX Power Insight 2.3.0 Windows.zip
Installer (Linux) XXX Power Insight 2.3.0 Linux.zip
trellis-automation-agent-installer-11.0-linux.:
Automation Agent (Linux Shutdown) XXXX P i
MDS Checksum
trellis-sutomation-agent-installer-11.0-windows,
Automation Agent (Windows Shutdown
gent C4 > KK MDS Checksum
trellis-sutomation-agent-installer-11.0-windows,
Automation Agent (Windows x86 Shutdown) XHXX J -
MDS Checksum

Figure 2.7

4. Depending on the operating system, click the link to download the corresponding software versions. Wait until

the download is completed.

2 Installation of the software
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Software Name Operating System System Installation Package
Windows Power Insight 2.4.0 Windows.zip
Power Insight
Linux Power Insight 2.4.0 Linux.zip
Windows 32 bit operating system trellis-automation-agent-installer-1.11.0-windows_x86.zip
Automation Agent Windows 64 bit operating system trellis-automation-agent-installer-1.11.0-windows.zip
Linux trellis-automation-agent-installer-1.10.0-linux tar.gz

NOTE: For the specific operating system version, refer to Software on page 3 for a list of supported software versions.

5. Wait until the download is completed.

2.3 Software Installation

2.3.1 Power Insight Installation

Steps to install the application on the Windows operating system

NOTE: You must be logged in as a local administrator.

1. Goto the folder where Power Insight 2.4.0 Windows.zip is located.
2. Double-click on the Trellispowerinsightinstaller.exe file in the compressed file.

3. Select the preferred language from the drop-down list and click OK.

Welcome é VERTIV.
to the

Power Insight

The easy way to manage UPS

;.Iéng|s'ﬁ- g

Figure 2.8

4. Click Next on the introduction screen.

2 Installation of the software 1
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Power Insight - X
Introduction
Welcome to the Power Insight v XXX Setup wizard.

This installer will guide you through the steps required to install the product on your
computer.

It is recommended you close all other application before starting the install.

ORORONONORORORONORY)

InstallAnywhere
Cancel Previous MNext

Figure 2.9

5. Click the check box to accept the license agreement and click Next.

6. Select the radio button for a typical installation. If you select a typical installation, proceed to Step 9.
- Or_
Select the radio button for customize installation and click Next.

Power Insight - x
Installation type

& Introduction

& License agreement Select Typical’ for a prompt free installation

D Salect Cusltom’ 1o change defaull parametars

©]

o

o

O @ Typical

Q (0 Custom

o
Installanywhers

Cancel Previous I Mext

2 Installation of the software
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7. Select the installation location and click Next.

Select the location of the data catalog and click Next.

Select the shortcut folder and click Next.

10. Select the parameters and click Next.

Vertiv™ Power Insight User Manual

Power Insight

& Introduction

Choose parameters

& License agreement Enter the following information to configure the Power Insight services and its
& Installation type database

& Choose install folders

@ Choose data folder

& Choose shorcut folder

@ Choose userigroup

- X

% Database port 27017 L
o Database admin mipadmin
Q@
®) Database admin password admin
Databas# user FrilpHaSET
Database user password Passwird
Service pon 8443 o
InstallAnywhens
Cancel Pravious
Figure 2.11

Table 2.1 Default parameter window values

PARAMETER DESCRIPTION DEFAULT VALUE
Database port Default port the database uses. Be sure the port selected is not in use. 27017
Database admin Administrator of the database mtpadmin
Database admin password The administrator's password. It is highly recommended to change this password. admin
Database user Owner of the database mtpuser
Database user password The password of the database owner. It is highly recommended to change this password. Password
Application service port Port the services run on. Be sure the port selected is not in use. 8443

NOTE: If there is a port error, you will be prompted to change the port.

1. Click the install button in the pre-installation summary window.

2 Installation of the software
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12. Onceinstalled, click Done. Shortcuts are added to the location selected during the installation process.

Power Insight

& Introduction

& License agreament
& Installation type

& Choose install folders
& Choosa data folder
& Choose shoricut folder
& Choose userigroup
& Choose parameters
>

@]

@

InstallAnywhere
Cancel

- X
Pre-installation summary

Please review the following bafore continuing:

Product Name:
Powerinsight

Install Folder:
CAProgram Files\Trellis Application Manager

Shortcut Folder:
CAUsersifeng jianmin barmdAppData\RoamingMicrosoffWindows\Start Menu\Pro

Data Folder
CiUsers\DefaulfAppData'l ocalPowerinsight

Configuration Folder
CAProgram Files\Trellis Application Managericonfig

Database IP

127.00.1 v
£ >

v

Figure 2.12

Power Insight

& Introduction

0 Licanse agreéamant
& Installation type

& Choosa install folders
& Choose data folder
& Choose shortcut folder
& Choose usenigroup
& Choose parameters
& Pre-instaltation summary
& Installing .

»

InstallAnywhere

Cancel

- X
Install complete
Congratulations! Power Insight has been successiully installed lo:
C\Program Files\Trellis Application Manager

However, the initalization is aking longer than expected. Please, consult the
documentation for further troublashaoting.

Press "Done” 1o quit the installer.

Previous Dong

Figure 2.13

2 Installation of the software
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Steps to install the application on a Linux Operating System:

NOTE: You must have root privileges to install the application.

1. Go to the folder where Power Insight 2.4.0 Windows.tar.gz file is located.
2. Extract the installer from the tar.gz file.

3. Open a terminal window.

4. Navigate to the directory where the file is copied.

5

If you log in to the console as a root user, enter ./trellispowerinsightinstaller.bin.
- Or_
If you have Superuser (SUDO) privileges, enter sudo ./trellispowerinsightinstaller.bin.

6. Ifyou are logged in to the Graphical User Interface (GUD as a root user, enter /trellispowerinsightinstaller.bin-i
GUI.

-Or-

If you have SUDO privileges, enter sudo ./trellispowerinsightinstaller.bin -i GUI to run the GUI installer.

NOTE: For the installation steps of the graphical user interface, please refer to the "Installation Steps on Windows
Operating System" section. The following installation steps are based on the terminal window installation.

7. Install the dependencies and press enter key.

55 <ENTER= TO CONTIMUE: l

Figure 2.14

8. Read the End User License Agreement (EULA) and eventually enter Y to accept the license terms.

2 Installation of the software
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9.

10.

.

2.
13.
14.

15.

Single Instance License. You may Ll and use one instance of the

ENTER= TO COMTIMUE: I

Figure 2.15

Select the installation type. If you select a typical installation, enter "T", press Enter key and skip to step 9. - Or- If
you choose a custom installation, enter 2" and press enter key.

ENTER THE NUMBER FOR YOUR CHOICE, OB PRE < > TO ACCEPT THE DEFAULT: f§

Figure 2.16

Enter the location of the program installation directory and press ente key.

Enter the location of the data storage directory and press enter key.

Select the shortcut folder and press enter.

Enter the user/group, enter the username, press the enter key, then enter the group name, press the enter key.

Select the parameters, enter the relevant parameters, the specific parameters meaning refer to the Table 21 on
page 13.

After confirming the installation path again, press enter key to start installation.

Figure 2.17

NOTE: If there is a port error, you will be prompted to change the port.

16. After installation is complete, press enter.

2 Installation of the software
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NOTE: A "/var/opt/trellisappmgr" directory will be created during installation. The log files are stored in this directory.

2.3.2 Automation Agent Installation

Automation Agent is an application that accepts the Power Insight shutdown command. To enable Server Shutdown,
Automation Agent must be installed on the server.

Steps to install Automation Agent on the Windows server side
1. Sign Login into the server with administrative rights.
2. Find the downloaded installation package and unzip the file. Double-click trellis-automation-agent-install.exe.

NOTE: If it is Microsoft Windows Server or Microsoft Hyper-V Server operating system, after logging in, navigate to
the installation file directory, enter trellis-automation-agent-install.exe, and press Enter.

3. Under the new window that pops up, select both English and Chinese. For English, enter 7and press “Enter key.
4. Read the End User License Agreement (EULA) and eventually enter Y to accept the license terms.

5. Select the location of program installation directory and press Enter key.
6

Create an account name and password.
NOTE: The password length must be between 8-32 characters.
NOTE: This password will be used when the server selects a new communication rule.

7. Enter the port address and press Enter key.

8. Press Enter key to install Automation Agent.

2 Installation of the software 17
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Steps to install Automation Agent on the Linux server side

3
4
5.
6

Sign-in to the server with administrative rights.

Find the downloaded installation package and unzip the file. If you log in to the console as a root user, enter
Jtrellis-automation-agent-install.bin.

- Or_

If you have SUDO privileges, enter sudo ./trellis-automation-agent-install.bin.

Under the new window that pops up, select both English and Chinese. Enter 1 for English and for Chinese, enter 2.
Read the End User License Agreement (EULA) and eventually enter Y to accept the license terms.

Select the location of program installation directory and press “Enter” key.

Create an account name and password.

NOTE: The password length must be between 8-32 characters.

NOTE: This password will be used when the server selects a new communication rule.

7.
8.

Enter the port address and press Enter key.

Press Enter key to install Automation Agent.

2.4 Software Uninstall

2.41 Power Insight uninstall

To uninstall from a Windows operating system:

—

»>ow N

Run Control Panel - Programs and Features.
Find Trellis Power Insight in the list of programs. Run the uninstall.
Click Next.

In the “Get User Input” window, if you keep the original data, click “Next”.
- Or_
If you don't need to keep the data, click “Yes”and click “Next”.

2 Installation of the software
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Power Insight = x
Delete data?

O In addition o deleting Power Insight,
would you like 1o dedate the data folder and all its confent?

) Yes

(® No

InstallAnywhene

Cancel Mext

Figure 2.18

5. Click Done when the process is completed.

To uninstall from a Linux operating system:

”

1. Ifyou are logged in to the console as a root user, enter “/<installdir>/_installation/trellisappmgruninstall’.

2. Onthe Delete Data window, press Enter to accept the default (No).
-or-
Enter “7"(Yes) to delete the data.

1 its content?

THE NUMEBER FOR YOUR CHOICE, OR PH ENTER> TO ACCEPT THE DEFAULT: [

Figure 2.19

3. Press“Enter” key to wait for the uninstall to complete.

2 Installation of the software
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2.4.2 Automation Agent uninstall

Windows server side uninstall setup
1. Login to the remote server and run Control Panel- Programs and Features.
2. Find"Trellis AutomationAgent"in the list of programs. Run the uninstall.

NOTE: If it is Microsoft® Windows Server® or Microsoft® Hyper-V Server® operating system, after logging in, navigate
to the installation file directory, enter "TrellisAutomationAgentUninstall.exe", and press “Enter” key.

5| TrellisAutormationAgentUninstall.exe E'@

= -

fhout to wninstall...

Trellis Automation Agent

Thiz will remove features installed by InstallAnyvhere. It will not remove
files and folders created after the installation.

[PRESS <ENTER> TO CONIIMUE:

Figure 2.20

3. Press “Enter” key to continue and wait until uninstallation is complete.

Server side uninstall setup

1. Login to the Linux server as a root user.

2. Enter the terminal, enter “/<install dir>/_installation/TrellisAutomationAgentUninstall” and press the “enter” key
to run the uninstallation program.

3. Wait until uninstallation is completed.

20 2 Installation of the software
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3 Software Login and Main Interface

3.1 Software login

3.1.1 User registration

If visiting Power Insight for the first time, you need to register an administrator user and password.
Sign up Steps:

1. Openaweb browser on your local computer and enter "https;//localhost:SERVICE_PORT."where the service port
is the service portnumber, such as 8443. In this example, the address is "https://localhost:8443".
- Or_
On the computer in which the application is installed, double-click the Power Insight Console shortcut icon.

[

Trellis™

Power...

Figure 3.1

2. Tologin on a remote computer, enter "https;// <remote IP address>: <service port>; where the <remote IP
address> is the IP address for the installation of Power Insight, and the <service port> is the service port number,
for example, 844.3.

3. Enter the email address which you want to receive the alert notification, and then click Continue.

¢ VERTIV.

Figure 3.2

3 Software Login and Main Interface 21
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NOTE:

e  The email address entered only receives alert notifications and not your account name. The default
account name for the application is "admin".

e In addition to the default email address, users can also add different e-mail addresses to the system to
receive alert notifications, specifically referring to the "other address book settings" in Detailed Features
on page 60 .

4. Create a new passwordand enter the Password and Confirm Password fields, and then click Continue.

& VERTIV.

ASSWORD: °

con o

Figure 3.3

NOTE: Passwords must be between 10 and 128 characters long and contain at least one capital letter, one lowercase
letter, and one number.

5. Select the configuration. If you need to configure your email server in advance, click Configure the server.
- Or_
Click Skip and go to step 7.

NOTE: If the e-mail server is not configured at this time, you can also complete the configuration by accessing to
Email and SMS notification settings on page 62 to complete the configuration.

Enter the IP address or host name of the e-mail server in the E-Mail Host field. Enter the email port number (the default is 25),
email server account name, and password in the appropriate field. Click the Use TLS slider to enable secure communication.
When complete, click Continue.

NOTE: The Use TLS button is enabled by default. When enabled, an email server account name and password is
required. When disabled, an email server account name and password is not required.
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VERTIV.

EMAILHOST:

Figure 3.4
Go to Installation of the software on page 3 to start the initial sign-in process from scratch, click Start Over.
-Or-

Go to Software Login and Main Interface on page 21 click Continue in the next window. Complete the registration.

O VERTIV.

Confirm information below:

Figure 3.5
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3.1.2 User login

You can log in once you're registered.

Sign in Steps:

1.

Open a web browser on your local computer and enter'https.//localhost:SERVICE_PORT "where the <service
port> is the service port number, such as 8443. In this example, the address is "https://localhost:8443".

- Or_

On the computer on which the application is installed, double-click the Power Insight Console shortcut icon.

EI VERTTS

Trellis™

Power...

Figure 3.6

To login on a remote computer, enter "https.// <remote IP address>: <service port>, where the <remote IP
address> is the IP address for the installation of Power Insight, and the <service port> is the service port number,
for example, 8443.

Enter your username (admin by default) and password, and then click login. Complete your login.Please refer
Figure 3.7 below

Figure 3.7
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3.2 User Interface

The user interface contains several areas that help you manage the devices being monitored by the Power Insight application.

The pivot bar and context menu on the left contain items that provide access to devices, alarm information, discovery
configurations and administrative tools. The pivot bar and context menu can be expanded or collapsed using the menu icon
at the top of the window.

Alarm notifications on the top right corner of the window are activated when SNMP traps are triggered from the device. The
Profile icon, also on the top right corner of the window, is used to sign-out, set profile information and access help topics. Use
the icons on the toolbar to customize each window or complete tasks.

Icons that allow you to customize the content information are static and appear on the toolbar when you access the window.
Icons that allow you to complete tasks can be accessed in two ways. You can select a row in the table to view and use the
available icons on the toolbar or select the vertical ellipsis icon in the row to access the same icons. In the following sections,
you will be guided to select the vertical ellipsis icon to access these icons.

2 3 4 5
I | —|—
= @ -
T m o— 6

ARMWARS el ToTal
ADDRESS  RACK  H
VERSION DURE FE

MNOZEAU

ToTAl
TATU ICE NAME Mo
STATUS  DEVICENAME DEL ENERGY POWER

[] - 333+ -prerelease 5.543KWh 20W
° : > s 2w 1| [T
pe— (AR
[ . 33 3+ -preralase 5.368KWh 20W i 1
\

[] NO PART NUMBER LOADED 525 43717ewh S.0M

© NO PART NUMBER LOADED 525 J9BIGWR  A0W

MUU3EGZO-061137-1C14ASAD0 i
. ¢ 530 G5006KW  40W iy

Figure 3.8
Number Name Description
Provides access to the Devices (devices on a network icon), Alarms (bells icon), Monitoring
1 Pivot bar (heart monitor icon), Automation (process arrows icon), Administration (gear icon) and App
Manager (grid icon) context menus
2 Context menu Provides the list of options for the selected icon from the pivot bar.
3 Expand menu icon Expands or collapses the pivot bar and context menu.
4 Alarm notifications Incremental alarm notifications for warning and critical alarms.
) System and user tools such as help, password reset, application and email settings for the
5 Profile menu
current user.
6 Toolbar Contains icons that allow you to perform various functions for a selected row or an entire table.
- Tabl Details concerning the menu item selected. Each row contains a vertical ellipsis icon at the right
able
end that expands to display functions that can be performed on the row.
8 Vertical ellipsis icon Contains the function icons that allow you to edit, delete and run a configuration or view details.

3 Software Login and Main Interface
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Number

Name

Administration

Contains context menu items:

Events

Notification Settings
System Settings

User Defined Properties
System Health

Address Book Contacts

Trust Store

Description

10

n

Monitoring

Alarms

Contains context menu items:

Discovery Configurations
Discovered Devices
Communication Profiles

Server Shutdown Profiles

Contains context menu items:

Alarms

Active Alarms

Alarm History Automation
Actions

Action Sets

Automation Rules

Devices

Contains context menu items:

Dashboard
UPSs
rPDUs
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4 Add UPS, rPDU

41 Overview

The first step in running Power Insight is to add the UPS or rPDU that needs to be monitored to the device list, and when
you're done, real-time data and alert information for your device is available.

4.2 Get started quickly

4.2.1 Quick deployment steps

Adding a UPS or PDU can be done in two ways

1. Add manually
2. Search Add

4.2.2 Example

Add UPS manually

1. Select Device List in the level Tmenu E and to add a device that is UPS, click "UPSs" in the secondary menu.
The page as shown below is displayed:

I
A
&

admin -

UPSs A

STATUS DEVICENAME CATEGORY MODEL FIRMWARE VERSION ADDRESS BATTERY TEMPERATURE ouTRuT OUTRUT MODE

Figure 4.1

2. Click on the®I sign in the upper right corner to go to the device configuration page.
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= o) admin -

« Add UPS 2

Device Information

Mame

Manufacturer - Model

Select

Monitor Configuration -
i

Address

Pva ~ Device Information

Description

CANCEL

Figure 4.2

3. Fillin the name of the device, manufacturer model (i.e. UPS modeD), monitor configuration (communication card
model), IPV4 address (IP address of the communication card) and other relevant parameters, click the next step
into the communication profile page. (For specific parameters refer to Add a device UPS on page 33).

= ) admin -

< Add UPS 2

Communicaticn Profile

Choose a Communication Profile Communication Profile Name

- New - s

Protocol Port

SNIMP Version 1 s 161

Read Community Write Commurity

Timeout Retries

B cenable For Discovery

CANCEL

Figure 4.3

4. Inthe communication profile page, choose communication profile from existing configuration, generally select
SNMPvV2, other parameters will be filled in accordingly. Then click “Save” and the entire UPS manual addition
process is complete. (For specific parameters refer to Add a device UPS on page 33 ).

NOTE: Additionally, to configure SNMP on the Power Insight, also configure SNMP on the communication card side
and add the IP address of the server installed by Power Insight to the SNMP white list of the communication card.
Similarly, pay attention to reading communication words and writing communication words to be consistent.

Add PDU manually

1. Select Device List in the level Tmenu EI ,and to add a device that is PDU, click "PDUs" in the secondary menu.
The page as shown below is displayed.
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o) admin -

. DEVICES

rPDUs

STATUS DEVICE NAME MOGEL FIRMWARE VERSION ADDRESS RACK FEED TOTAL ENERGY TOTAL POWER

No Devices Monitored

Figure 4.4

2. Clickonthe ’ "sign in the upper right corner to go to the device Information page.

DEVICES
. < Add rPDU

Device Information

Name

Manufacturer - Model

- Select -

‘ 1
Monitor Configuration ‘
o

Address

1Pva ~ Device Information

ter the information to identfy the dev
Description

Properties

Rack Feed

Figure 4.5

3. Fillin the name of the device, manufacturer model (i.e. PDU modeD), monitoring configuration (communication
card modeD), IPV4 address (IP address of the communication card) and other relevant parameters, click the next
step into the communication profile page. (For specific parameters refer to Add a device UPS on page 33).
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< Add rPDU

Communication Profile

3 Commurication Profile

Read Cormmunity

Timeout

20

(B cnable For Discovery

D]

Communication Profile Name

Part

161

Write Community

Retries

5 Communication Profile

CANCEL

admin =

Figure 4.6

4. Inthe communication file page, choose communication profile from existing configuration, generally select
SNMPv2, other parameters will be filled in accordingly. Then click Save, the entire PDU manual lying process is
complete. (For specific parameters refer to Add a device UPS on page 33)

NOTE: Additionally, to configure SNMP on the Power Insight, also configure SNMP on the acquisition card side and
add the IP address of the server installed by Power Insight to the SNMP white list of the acquisition card while taking

care to keep the word read and write consistent.

Auto discovery configuration

1. Select Monitoring "in the level T menu and click Discovery Configuration in the secondary menu. The page

as shown is displayed.

STATUS

Discovery Configurations

<

2 LASTRUN / MODIFIED DATE TME 1P RANGE

admin -

30

Figure 4.7
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Click on the ¥ sign in the upper right corner. The "Add Discovery configuration" pop up window will display.

Add Discovery Configuration

Configuration MName

Network Address Type

v

Starting [P Address Ending [P Address

CANCEL

Figure 4.8

Fill in the configuration name, network address type (IPV4 or IPV6), starting IP address, ending IP address 4
parameters, click Save and run.

When the run is over, the status turns green. Refer Figure 4.9 below .

= ) admin

Discovery Configurations A2

0
-
H
[+

STATUS CONAGURATION NAME “+ LAST RUN / MODIFIED DATE TIME 1P RANGE
10.16942.1
test 2020-05-21 19:31:21
° ! 10.169.42.90
Figure 4.9

Click on the green icon and the pop-up window shows the number of devices searched for to communicate:
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Discovery "test" Progress

@ Completed
Elapsed Time (hh:m m:ss): 00:00:22
Hosts in Range: 90
Hosts Found:
Devices Interrogated: @
Devices Monitarable: @

Figure 4.10

6. If the number of monitorable devices is greater than one, click "Discovered Devices" in the level 2 (secondary)

menu which displays specific communicable devices. Click the ellipsis “E“on the right side of the "firmware

version"and click on "Monitor".

= o) admin -
Discovered Devices A2
4~ nd (5 D
Monitorable Devices Product Lines Device Types All Devices
Q T m (-]
STATE P ADDRESS T+ NAME CATEGORY PRODUCT LINE MODEL FIRMWARE VERSION
A~ 10.169.42.90 Uninibalized ups Wertiv GXT5-750IRT2UXL 1.3.00
B Detals
4 Monitor
@ ExludelP
B Delete P
Figure 4.11

7. Ifthere is no problem, a green window pops up in the lower right corner to indicate that the device was added

successfully.
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MONMNITORING
SUCCESS:
Added Device 101694290

Figure 4.12

NOTE: Additionally, to configure SNMP on the Power Insight, also configure SNMP on the acquisition card side and
add the IP address of the server installed by Power Insight to the SNMP white list of the acquisition card while taking
care to keep the word read and write consistent.

4.3 Detailed Features

4.3.1 Add a device UPS

Click on the first-level menu to select "Monitor’, click on "Discovery Configuration”in the secondary menu, then click on the "+"
sign in the upper right corner, enter the add device UPS page, enter the following information: name (UPS name, user-
customizable), manufacturer-model (actual UPS model), monitoring configuration (UPS communication card model), address
(UPS IP address), description (device description, information, cannot be filled in). When you're done, click “Next”.

= o) sdmin ~

<« Add UPS 2

Device Information

MName

Manufacturer - Model

Select

Monitor Configuration [
1M ;;

Addrass
PVa ~ Device Information
Enter the inform ation to identify the device
Description

CAMNCEL

Figure 4.13

For rPDUs, in addition to the above parameters, Properties section is added. Users can enter: rack (rack name, not filled), feed
(feed phase A or B, cannot be filled).

4 Add UPS, rPDU
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DEVICE
. ¢ Add rPDU

Device Information

Name

Manufacturer - Model

- Select -

Monitar Configuration

Address
Pv4 ~

Deseription

Properties

Rack

Feed

Device Information

ter the informaticn to identiy the dev

Figure 4.14

Go to the second page of Add UPS and enter the following information: Select the device communication profile (which
contains all the default communication profile options), the communication profile name (the name of the communication
profile, which the user can customize), the protocol (SNMP protocol type, V1, V2, V3), the port (communication port, default is
161, read community (SNMP's read operation password), write community (SNMP's write operation password), time out (no
response time for the operation, if the time is exceeded, the same operation will be re-performed), retries (time-out retry),
enable for discovery (used for device search). When you're done, click “Save”.

. DEVICE —_

« Add UPS

Communication Profile

Choose a Communication Prafile

- Mew -

Protocol
SMMP Version 1
Read Community

Timeout

C) Enable For Discovery

Communication Profile Mame

Write Community

Refries

CANCEL

*D admin -

&3

Communication Profile

Enter the informa monitar the device

Figure 4.15
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5 Device Monitoring

5.1 Overview

After adding UPSs or PDUs they can be monitored. The Power Insight interface helps to monitor device's power parameter
information (input, output, load, etc.) and environmental parameter information (temperature). If a device is not added, refer to
Add UPS, rPDU on page 27.

5.1.1 Function Module

e Status panel

e Listondevices

e Device real-time signal
e Device details

e Alert Notice

5.2 Get started quickly

5.2.1 Quick Deployment Steps

1. Refer Quick deployment steps on page 27 .

2. Quickly monitor entrances:
e Clickon theE ,then click on the Status panel to browse the global device status statistics.

e Clickon theE ,then click on the UPS list and browse the asset information and real-time status for all
UPS devices.

e Clickon E ,and then click on the PDU, enter the PDU list and browse through the asset information and
real-time status for all PDU devices.

e Inthelist of UPS or PDU, click the button on the right side of the list and select the device details in the list,
click on the ] pop-up box to view the device's detailed assets.

e Inthelist of UPS or PDU, click the button on the right side of the list and select the device's live signal in
the pop-up box to monitor the device's detailed real-time status.

5.2.2 Example

Refer Example on page 27.

5.3 Detailed Features

5.3.1 Dashboard

Each time you log in, you have an at-a-glance overview of all the devices monitored by the application via the Dashboard.
o
Click on the list ofdevices in the level one directory will enter the dashboard interface by default.

Dashboard (shown in Figure 51 on the next page )
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It displays status of all UPS devices on the left half portion and status of all rPDU devices on the right half portion. Above the
UPS or PDU icon indicates the total number of devices that are currently monitored by the application, and below the icon
indicates the number of devices in various states. The UPS device status are further divided by its mode of operation and
number of alarms its generating such as “In alarm”(UPS devices with one or more active alarms), “In bypass” (number of
devices that are receiving power directly from an electric utility, bypassing the UPS), “Offline” (UPS devices that are not
sending data to the application), and “Battery mode” (Number of devices that are receiving power from a UPS not receiving
power from an electric utility). The PDU device status are further divided by important alarms such as “In Warning” (number of
rPDU devices with one or more active warnings), In Critical (number of rPDU devices with one or more critical warnings), and
Offload (rPDU devices that are not sending data to the application). The pie chart on the left is a summary of the state of the
device: it shows green when all devices are online and in a normal state, it shows red-green pie chart in proportion when there
is an abnormal state of the devices.

. o
DEVICES = O O admin-

Dashboard

Trellis Power Insight - Dashboard 2

0

# rPDU

rPDU

Update

UPS

1 O 1 O

IN ALARM ON BYPASS OFFLINE ON BATTERY IN WARNING

N CRITICAL OFFLINE

Figure 5.1

Each category shown on the System Status panel is a link that directs you to a Device List window that only displays the
devices in that category.

5.3.2 Device List

Select the Devices icon to access the Device List window. This window allows you to add or access devices monitored by the
application. The Device List window contains the following information for each monitored power supply:

NOTE: Some categories are hidden by default. To view all categories, click the Columns Icon.
The UPS list has the following twelve columns as shown in Figure 52 on the facing page .

1. Check the box: You can use this to select the device when you perform batch operations on the device.

2. Status: The real-time status of the device is displayed by icon, there are three kinds of status: normal, alarm, and
offline.

Device name
Category: Product category
Model: Product-specific model

Firmware version: Firmware version of the UPS

N o o~ W

Address: IP address of UPS communication card

5 Device Monitoring
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Battery: UPS battery state, with three lines of information: battery remaining available time, battery drain status,
percentage of remaining charge

Temperature: divided into degrees Celsius and Fahrenheit

Output: divided into three lines: output frequency, output current, output voltage

Output mode: Characterizes the state in which the output of UPS is in, there are four types: Normal, Off, Bypass

Mode, and Battery Mode. Bypass mode indicates direct use of power supply, and battery mode indicates that
UPS is powered by battery.

Drop-down selection box: After clicking, three selection items will pop up, device detailed information, device
real-time signal, and delete. You can jump to device detailed information, device real-time signal, and delete
device, respectively.

e o

admin ~

UPSs b

STATUS DEVICE NAME CATEGORY MODEL FIRMWARE VERSION ADDRESS BATTERY TEMPERATURE outPuT OUTPUT MODE

N RACK_UPS A

508 MIN

REMAINING 26°C
o RACK.UPS  GXTS 13.00
FULLY CHARGED 78.8°F

100%

49.9Hz
024 Normal
2297V

Figure 5.2

The rPDU list has the following twelve columns:

5 Device Monitoring

Check the box: You can use this to select the device when you perform batch operations on the device.

Status: The real-time status of the device is displayed by icon, there are three kinds of status: normal, alarm, and
offline.

Device name

Category: Product category

Model: Product-specific model

Firmware version: Firmware version of the rPDU
Address: IP address of rPDU communication card
Rack

Feed

Total energy

Total power

Drop-down selection box: After clicking, three selection items will pop up, device detailed information, device
real-time signal, and delete. You can jump to device detailed information, device real-time signal, and delete
device, respectively.
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Common list of operations:

Search for a device:

As shown in Figure 52 on the previous page, there is a search [E]button in the upper right corner of the list. Click the
button to display or hide the search bar. By entering information in the search bar, such as GXT5, you can filter the items in the
list against the keyword GXT5 and filter out the item that contains GXT5 information. Search information supported by
different lists is inconsistent. For example, the UPS list only supports searching the device names, categories, models,

firmware versions, and addresses.

Column Hide:

As shown in Figure 53 below, clicking on the @ button in the upper right corner of the list will bring up a drop-down box

which lists columns that can be hidden. Click the drop-down box option to show or hide the column.lndicates that the

column is being displayed, indicates that the column is hidden.

UPSs

STATUS DEVICE NAME CATEGORY

% RACK_UPS

(] RACK_UPS

MODEL FIRMWARE VERSION

A

GXTS 1300

ADDRESS

BATTERY

508 MIN
REMAINING
FULLY CHARGED
100%

TEMPERATURE

27.0°C

80.6°

£

Z 0 ©

© 0606 606 06 6

e

Y m

Status

Category
Product Line
Model

Firmware Version
Address

Battery
Temperature
Output

Output Mode

admin ~

Item filtering:

Figure 5.3

As shown in Figure 5.4 on the facing page, there is a filter button |:| ”in the upper right corner of the list and click to display
or hide the filter options bar (shown in the top left of Figure 5.4 on the facing page ). There are two single selection drop-
down boxes in the filter options bar for grouping and status. Selecting grouping can help you group and display list items, as
shown in Figure 5.4 on the facing page . In addition to selecting grouping, the other drop-down boxes are used to filter the
status of the listed devices. As shown in Figure 55 on the facing page, the device is filtered for status properties, and only

devices whose status is offline are displayed.
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. DEVICES

» UPSs
= UPSs
4o TTPDUs
* GROUP BY STATUS
Status - All -
Srive DEVICE NAME CATEGORY MODEL ~ FIRMWAREVERSION ~ ADDRESS BATTERY TEMPERATURE
Category

Product Line
Model
Address

NORMAL

] RACK_UPS GXTS

o
O O amin-
b
Q m [+]

ouTpUT OUTPUT MODE

Normal

OFFLINE

=% RACK_UPS ITA
Figure 5.4
. DEVICES = e o) admin ~
UPSs 2
= PDUs
Q m
GRQUP BY STATUS
Status s offline
All
STATUS DEVI NC?’\‘Y\E‘ CATEGORY MODEL FIRMWARE VERSION ADDRESS BATTERY TEMPERATURE OuTPUT OUTPUT MODE
In Alarm
Offline] OFFLINE
On Bypass
On Battery
N RACK_UPS ITA

Figure 5.5

Batch operation:

Click on the check box on the left side of the list, by selecting multiple items, the action button will appear on top of the list
where the gray icons can only operate for a single item in the list and the ungrayed icon can perform the batch operation of

the corresponding selected device, For example, click {i' " can delete the devices in bulk.

5 Device Monitoring
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. DEVICES

= UPSs

rPDUs

Sorting the list:

Hovering an item in the list header, if there is no icon prohibiting operation, you can sort the list by clicking the table

= Q © admin-
UPSs A
2 Rows Selected = ~ ]
STATUS DEVICE NAME CATEGORY MODEL FIRMWARE VERSION ADDRESS BATTERY TEMPERATURE OUTPUT OUTPUT MODE
= RACK_UPS A
;;mlrljwc 26.0°C orte
RACKUPS  GXTS 1300 o 0A off
FULLY CHARGED 78.8°F o
100%
Figure 5.6

header. The ascending arrow represents the positive sequence, and the descending arrow represents the reverse sequence,
as shown in Figure 5.7 below, which is to sort in the forward direction based on the device name. The sorting algorithm varies
depending on the data format of the column in which the header is clicked, in general, the string uses a dictionary order, the
numbers are sorted from small to large, and the normal status on the top.

. DEVICES

UPSs

STATUS

DEVICE NAME

CATEGORY

RACK_UPS

RACK_UPS

MODEL FIRMWARE VERSION ADDRESS

GXT5

A

BATTERY TEMPERATURE
509 MIN

REMAINING 28.0°C
FULLY CHARGED 82.4°F

100 %

outPuT

499Hz
024
2295V

(2}
QO O min-
A
Y m [+]

OUTPUT MODE

Figure 5.7
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5.3.3 Device Metrics

In the list of UPS or PDU, click the E button on the right side of the list and select the device metrics in the pop-up box to
enter the device metrics page. The Device Metrics window contains the metrics information of the selected device from the
last eight hours.

Figure 56 on the previous page shows device metrics window page of the UPS GXT5-90 UPS. The device metrics interface
consists of two blocks. The top block shows the output current and the output voltage line chart for the last 8 hours. Hover
the mouse on to the line chart there pops up the dialogue box to see the output current or output voltage at a specific
moment. Below the chart, you can view detailed information of the device, and mouse movement on the grouping allows you
to switch groups. The upper left corner of the window page shows the time stamp for the data acquisition. The number of
groups and the number of data metrics within each group will vary depending on the type of device and the model of the

device.
. DEVICES ¢ Device Metrics: @ I GXT5-90
= Device Metrics
'\
W o e Last 8 Hours
Updated at 12:55:50 PM Output Current
U | * Mo Notfcations
02
& :
I 134am |
o 0.2
soban s00m 7.00am 500 s00am 1000 conm b2 dop 100mm
AMPS
System Output RMS Current Phs A
Output
Updated at 125550 P
40VA 0.1A 229.5V

49.9Hz 0% 0%

Figure 5.8

5.3.4 Device details

In the list of UPS or PDU, click the |z| button on the right side of the list and select the device details in the pop-up box to
enter the device details page. This window

displays detailed information about the device and allows you to access the device's web interface and the Summary tab. It

also displays the servers powered by the UPS. The title shows the device name and device status, and the icon represents
the device status is healthy.

The configuration and function of the servers powered by UPS will be described in detail in Server List on page 80. The
summary tab displays the device description, product line, firmware version, model name, serial number, address, and
communication profile information.
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. DEVICES = 09 )  admin ~

i ile 2 N
o e & Device Details: S 1 ITA2-UPS ¥
= Alarm Notifications 7
Summary Views
Description:

Product Line: Firmware Version:
LIEBERT

Model: Serial Number:

ITA2

Address: Communication Profile:
10.169.42.126 SNMPv2

Servers Powered by UPS

Figure 5.9

Click the edit button under summary tab to edit the name and description of the device, as shown in Figure 510 below .

. oevces = @ 0 e

* Device Metri:

¢« Device Details: S @1 ITA2-UPS

7\
‘ * Device Details

Summary Views
Name:
TA2-URS

Description:

Product Line: Firmware Version:
LIEBERT

Model: Serial Number:

Communication Profile:

SNMPV2

CANCEL

Servers Powered by UPS

Figure 5.10

5.3.5 Alarm Notifications

On the device details or device metrics page, click on the “Alarm Notifications” in the secondary directory to enter the alarm
notifications interface, as shown in Figure 511 on the facing page . Alarm Notifications is a read-only window that displays
which of the device alarms will trigger an email or SMS text. The e-mail and SMS columns in the list indicate whether the alert

is currently allowed to send an email or text message as per rules defined in the Actions and Automated rules, the symbol
which represents that it has been allowed. Using the search feature, you can also filter alarms based on their severity and
locate a specific alarm in the list.
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= eﬂ admin ~
< Alarm Notifications: @ @l GXT5-90
* Alarm Notifications
Al B
ALaRMS a AL sws seveRTTY
?auery Auto Tei]n ?rogress [ Warning
?auery;y(hargmg Error ) Warning
?auery Low (] Warning
[ Warning
Batery el Tt ) Information
Battery Test Failed [] Warning
?auery Under Vu\l’zge (] ‘Warning
Bypass Not Availsble P Warning

Figure 5.1
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6 Alarm Management

6.1 Overview

Alarms are the main functional modules for monitoring alarms throughout the Power Insight platform and obtaining alarm
information, and users can obtain the active alarms and alarm history in the alarm module and can export the alarm list so that
the user can grasp the alarm status of the equipment under the site.

6.1.1 Function Module

The Alarm includes the following function modules, each of which is detailed in this manual under Detailed Features on
page 48 :

e Active alarm

e Alarm history

6.2 Get Started Quickly

6.2.1 Quick deployment steps

To ensure that you can view the alarm information, you need to:

e Viewthe Alarm list

e View the Alarm history
6.2.2 Examples

Active Alarms

As shown in Figure 6.1 on the next page Selecting the Alarms icon provides access to the Active Alarms by default, and the
severity, source address, device name, alarm name, start time, confirm time, confirm by and amount of notes appear in the
active alarm list. Alarm list according to the support list of searches, filtering, column hiding functions, can refer to Device List

on page 36 . The Active Alarms window (as shown in Figure 6.1 on the next page ) displays alarms that have not been cleared.

Each alarm has a severity of either warning or critical, represented by an exclamation point in a yellow triangle or an x in a red
circle, respectively. There's also an Information severity, represented by an "i" inside of a circle. The toolbar allows you to filter
the alarm list. You can choose to display alarms from a specific time period and group them based on certain criteria. You can
also retrieve the most current alarm notification using the Reload icon located on the toolbar and store notes on any alarm on

the Alarm Details window.

6 Alarm Management
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View Alarm Details

=
B

e

o

¢ Device Metrics: @ I GXT5-90

SEVERITY

SOURCE
ADDRESS DEVICE NAME ALARM NAME

10.169.42.90 GXT5-90

1016942123  ITA-123

START TIME  CONFIRM TIME

2020-05-15
13:3018

2020-05-15
09:51:07

CONFIRM BY

m B
AMOUNT OF
NOTES

0

0

admin ~

Figure 6.1

As shown in Figure 62 below, on the active alarm or alarm history page, click the D”button on the right side of a warning
line and click to see the details.

¢ Device Metrics: @ I GXT5-90

SEVERITY

SOURCE
DEVICE NAME ALARM NAME
ADDRESS

10.169.42.90 GXT5-90

1016942123  ITA-123

START TIME +  CONFIRM TIME

2020-05-15
13:30:18

2020-05-15
09:51.07

CONFIRM BY

m B
AMOUNT OF
NOTES

0

©® View details

¢« Confirm

admin ~

Figure 6.2
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NOTE:

e  When alarm data is not available, "No data" appears on the alarm list.

e  The purpose of the alarm confirmation button is not to end the alarm, but to stop the alarm notification. It
is not allowed to end the alarm manually, only by the alarm device itself, to determine that the trigger
condition for alarm is no longer present and thus automatically end an alarm.

Export Alarms

As shown in Figure 6.3 below, on the alarm list page, click the button in the upper right corner, enter the file name to
export, select the type of an alarm, the date range, alarm severity, and the properties to export. Click Save.

Name Select Date Range Alarms Severity

test B Past 24 Hours - Active Alarms + Critical *

Properties

INCLUDE ALARM PROPERTIES

Severity

Source Address

Device Name

Alarm Name

Start Time

Confirm Time

Confirm By

Notes

CH®

Received Time

CANCEL

Figure 6.3

After the export is successful, you can prompt for the export success in the lower right corner. Click to view the exports and
enter the list of export records, and then click on the download button of the file you want to export, you can successfully
download the exported record. The contents of the file after download are shown in Figure 6.4 below . The header field
contained in the file is consistent with the selection in Figure 8.3 above .

A B C D E F G
1 |Severity Device Name Alarm Name Start Time Confirm Time Confirm By Source Address
2 | Critical PDU-Test Device Communication Lost 2020/05/19 16:13:33 10.169.104.192
3
Figure 6.4
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6.3 Detailed Features
6.3.1 Active Alarms

7\
Select the level one menu the “ “alarm icon to open the active alarm window page.

The Active Alarms window (as shown in Figure 6.4 on the previous page ) displays alarms that have not been cleared. Each
alarm has a severity of either warning or critical, represented by an exclamation point in a yellow triangle or an x in a red circle,
respectively. There's also an Information severity, represented by an "i* inside of a circle. The toolbar allows you to filter the
alarm list. You can choose to display alarms from a specific time period and group them based on certain criteria. You can also
retrieve the most current alarm notification using the Reload icon located on the toolbar and store notes on any alarm on the
Alarm Details window.

= QO O admin-

¢ Device Metrics: @ I GXT5-90

SOURCE AMOUNT OF
SEVERITY DEVICE NAME ALARM NAME START TIME +  CONFIRM TIME CONFIRM BY
ADDRESS NOTES

101694230  GXT5-90 2020-05-1% 0
13:30:18

2020-05-15
[} 10.169.42123  ITA-123 - 0
09:51:07

Figure 6.5

NOTE:
e  When an alarm is not available, "No alarm" appears on the list.

e  The search button [Sin the table is orange by default, the search box is displayed by default, when you
click the Search[2] Button, the button turns black and the search box is hidden.
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6.3.2 Alarm History

Click icon in the level one directory and select alarm history. The Alarm History window contains a list of cleared and
historical alarms. The window displays details about each alarm, including the time cleared, the duration of the alarm and its
severity. Additional alarm details are stored on the Alarm Details window, which is accessed by clicking View details. The alarm
Details window allows you to add notes to the alarm and view the action history.

ALARMS = @ eﬂ LD} i
] = D admin ~
=
= Active Alarms
Alarm Histo 2
. = Alarm History v
A~ AUTOMATION Y - B o
* = Actions
= Action
= Autom SEVERITY SOURCE DEVICE NAME ALARM NAME START + CLEARED DURATION CONFIRM CONFIRM AMOUNT
ADDRESS TIME TIME TIME BY OF NOTES
20200515 2020-05-15
101694290  GXT5-90 o - 00:00:49 0
111810 1118559
ieoazen | exreso 20200515 2000515 oo .
11:07:59 11:08:28
101694290  GXT5-90 AN | AWIED | Grapen 0
11:04:16 11:04:40
101694290  GXT5-90 2020-05-15  2020-0515 004 0
105717 110131
20200514 2020-05-14
10169.4290  GXT5-90 - o 00:02:32 0
15:42:41 15:45:13
[x] - DefaultEnginel 2020-05-14  2020-0524 008 0
13:43:43 134351

Figure 6.6

6.3.3 View Alarm Details
There are two ways to view alarm details:

1. Asshown in Figure 6.7 on the next page, on the active alarms or alarm history page, click the {&]” button on the
right side of a warning line and click to view the details.

2. Asshownin Figure 68 on the next page, click a warning in the left multi-select box, and on the top of search

box will show a row selected, click the [@] button on the right to see the view details.
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Active Alarms

Alarm History

= Alarm History

UTOMATION

Y m B ed

admin ~

SOURCE START + CLEARED ol CONFIRM AMOUNT
SEVERITY ADDRESS DEVICE NAME ALARM NAME TIME TIME DURATION T - OF NOTES
101694290  GXT5-90 20200545 20200515 40,49 0
11:18:10
- ~ ® View details
101694290  GXT5-90 2020-05-15 20200515 0000 o H
1107:59 11:08:28
101694290  GXT5-90 2020:-0515  2020-0505 o0 0
110416 11:0440
101694290  GXT5-90 2020-0515  2020-0515 044 0
1057:17 110131 :
2020-05-14  2020-05-14
GXT5-90 - o 00:02:32 0 H
15:42:41 15:45:13
] - DefaultEnginel 20200514 20200504 0405 0 :
13:43:43 13:43:51
Figure 6.7
= ® O admin-
Alarm History 2
1 Row Selected ®
SOURCE START A4 'CLEARED 'CONFIRM CONFIRM AMOUNT
SEVERITY ADDRESS DEVICE NAME ALARM NAME TIME TIME DURATION TIME By OF NOTES
101694290  GXT5-90 202010515 20200505 0 49 0 H
11:18:10 1
2020-05-15  2020-05-15
101694290 GXT5-90 - - 00:00:29 0 :
11:07:59 11:08:28
2020-05-15  2020-05-15
101694290  GXT5-90 o - 00:00:24 0 :
11:0416 11:0440 £
SPON 20200515 20200515 o ) .
10:57:17 11:01:31 :
101694290  GXT5-90 2020-05-14 - 2020-05-14 555, 0 H
15:4241 15:45:13
[x] - DefaultEnginel 2020:05-14 - 2020-05-14 o g 0 H
13:4343 134351

Figure 6.8

The alert details page, in addition to the properties displayed in the alarm list, also includes the add alarm notes, action history,

and status records.

50
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On the alarm details page, click on the notes tab page below, enter the relevant notes in the input box, and then click the “Add

Note” button. Adding a successful note appears in the list of notes below, and you can click £ to Edit Notes and Click[®] to

delete Notes.

& Alarm

= Alarm History

=
*

e

2

Alarm ID:

Details

Source Address:
Alarm Name:

Detailed Description:

10.169.42.90
System Output Off
The system output is off

5ebe09f8e8ba791664ddb6a2

2020-05-15 11:18:59

AUTOMATION Severity: Cleared Time:
Device Name: GXT5-90 Duration: 00049
State: Cleared
Start Time: 2020-05-15 11:18:10
Received: 2020-05-15 11:18:16

Notes

admin 202

ry to note

° e o

admin ~

Figure 6.9

6.3.5 Action History

On the alert details page, click on the Action history Tab page below to show a history of the action. Refer to Alarm

Notification on page 55 for the configuration of actions and automation rules.

¢ Alarm Details

Severity: Cleared Time: 2020-05-15 111859
Device Name: GXT5-90 Duration: oo0ss

State: Cleared

Start Time: 2020-05-15 11:18:10

Received: 2020-05-15 11:18:16

Source Address: 10.169.42.90

Alarm Name: System Output Off
Detailed Description: The system output is off

Alarm ID: Sebe09f8e8ba791664ddb6a2

Action History

ACTION TIME COMMENT

2020-05-15 11:18:16 Executed action with name Default Shutdown Action Set.
2020-05-15 11:18:16 Executed action with name Default Alarm Notification Action Set.
2020-05-15 11:19:64 Attempted to cancel action with name {6}.

2020-05-15 11:19:64 Attempted to cancel action with name {6}.

°0

o)  admin ~

Figure 6.10
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6.3.6 Alert Status Record

On the alert details page, click on the status record Tab below to display the status record of the alarm (information such as
when the alarm was generated, and the alarm ended).

e o0
= O O admin-
< Alarm Details
Severity: Cleared Time: 2020-05-15 11:18:59
Device Name: GXT5-90 Duration: 0:00:49
State: Cleared
Start Time: 2020-05-15 11:18:10
* Automation Rules Received: 2020-05-15 11:18:16
Source Address: 10.169.42.90
Alarm Name: System Output Off
Detailed Description: The system output s off
Alarm ID: 5ebe09f8e8ba791664ddbbaz

Status Record

Cleared -~ 2020-05-15 11:18:59
Active - 2020-85-15 11:13:14

Active - 2020-65-15 11:18:10

Figure 6.1

6.3.7 Export Alerts

On the alarms list page, click the button in the upper right corner, enter the export file name, select the type of alarm to export,
the date range, the severity of an alarm, and the properties to export. Click on “Save”.

Name Select Date Range Alarms Severity
test B Past 24 Hours v Active Alarms : Critical :
Properties
INCLUDE ALARM PROPERTIES
Severity
Source Address
Device Name
Alarm Name
Start Time
Confirm Time
Confirm By
@ -] Notes
» Received Time
CANCEL
Figure 6.12

After the export is successful, you can prompt for the export success in the bottom right corner. Click to view the Alarm
exports (Figure 6.13 on the facing page ) and enter the list of export records, and then click on the download button of the file
you want to export, you can successfully download the exported record.

The contents of the file after download are shown in Figure 6.14 on the facing page . The header field contained in the file is
consistent with the selection in Figure Figure 6.7 on page 50.
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= QG )  admin ~
< Alarm Exports 2
Y m
Figure 6.13
A B G D E F G
1 |Severity Device Name Alarm Name Start Time Confirm Time Confirm By Source Address
2 |Critical PDU-Test Device Communication Lost 2020/05/19 16:13:33 10.169.104.192

6 Alarm Management

Figure 6.14

53



Vertiv™ Power Insight User Manual

This page intentionally left blank

54 6 Alarm Management



7 Alarm Notification

7.1 Overview

Vertiv™ Power Insight User Manual

Alarms generated by the monitoring system needs to be notified to the user by mail and text message. This chapter describes
how to set up these two notification methods.

7.1.1 Functional Module

The following functional modules are set for the alarm notification. For detailed introduction of each function module, please
refer to Detailed Features on page 60 Detailed Functions in this manual:

1.

2
3.
4

Email and SMS notification settings
Action settings
Action sets settings

Automation rules settings

7.2 Get Started Quickly

7.2.1 Quick Deployment Steps

Follow the below steps to setup the alarm notification:

1.

2
3
4.
5

Set up contacts

Configure the email server connection and SMS modem connection respectively
Set the action

Configure the action sets

Set automation rules

7.2.2 Example

Set up Contact Information

Click on the “admin” drop-down box in the upper right corner, and then click on the “User Profile” option. Click the edit option
to enter the email address and phone number of your admin account. Refer to section Detailed Features on page 60 for
detailed functions that can be configured with contacts.

7 Alarm Notification
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&« Alarm Exports

Figure 7.1

Mail and SMS Server Configuration

Click on g icon, then click on the “Notification Settings” menu to enter the notification settings page, click on edit icon ’
”in the email server connection configuration to fill the required fields, as shown in Figure 7.3 on the facing page . click on edit

9

icon .

in the SMS modem configuration to fill the required fields, as shown in Figure 74 on the facing page .

USER.

= User Profile

User Profile

Your Password

Enter the password you want associated with this account

INEW PASSWORD:

Contact Information

Enter the email address and phone number to receive notifications

Email Address

Unit of Measure

CONFIRM PASSWORD:

Phone Number @

°G

0

admin ~

Figure 7.2
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Notification Settings

Email Server Connection Configuration

Configure the email server connection.

Host

127.001

User

Administrator

Use Authentication

D usets

From

ZH.D@vertiv.com

SEND TEST EMAIL

Port
25

Password

Reply To

ZH.D@vertiv.com

e o

admin ~

CANCEL

Figure 7.3

ADMINISTRATION

Eve

Notification Settings

Use Authentication

D usTis

From

SMS Modem Configuration

on information

Configure sms modem cor

Operating System Port
- Select -
Baud Data Bit

- Select - + - Select -

Reply To

Parity Bit

- Select - *

Stop Bit

- Select - *

CANCEL

Set the Action

1.

7 Alarm Notification

Figure 7.4

Click on ‘il " icon, then click on the “Actions” to enter the Actions settings page, as shown in Figure 75 onthe

next page . Click the button on the right to edit the default email notification action or the default SMS
notification action.
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_ oen o

o
=

. e : Actions
e

AUTOMATION

= Actions

NAME »

DESCRIPTION ACTION TVPE
Default Email Action Send Email
Default SMS Action Send SMS

admin ~

Figure 7.5

Go to the action configuration interface, as shown in Figure 7.6 below . Check the user admin to accept the email

notification after click Save. The same way into the default SMS notification action editing interface, check the

user admin to accept the SMS notification after click Save.

ALARMS

]
_ o o
= Active Alarms

<« Edit Action

= Alarm History

AUTOMATION Action Configuration

Name Action Type
= Action Sets fault Email-Action
ction Default Email-Actior

= Automation Rules

Description
©®  Recipient
admin

huang.chao@vertivco.com

admin ~

Figure 7.6
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Click on “ "icon, and then click on the “Action sets” to go to the Action sets page. Click the “ ” button on the right to

enter the Default action set editing interface, and then click on ‘ " button brings up Add actions to set interface, as shown
in Figure 7.7 below . Add the default SMS notification action to the default action type.

Set Automation Rules

Add Actions To Set

NAME +  ACTION TYPE

] Default SMS Action Send SMS.

Selected Actions : 1

Figure 7.7

CANCEL ADD

Click on icon, then click on the “Automation rules” to enter the Automation rules interface. Click the IZ' button on the
right to enter the edit rules interface, and then select any device check box of the device and select any alarm check box of
the alarm and click Save.

7 Alarm Notification

ALARMS

« Edit Rule

= Alarm Histor,

@ 9“ o)  admin ~

AUTOMATION Name

Description

Select Devices @

Devices

GXT5-90

mA-123

@ Any Device

Action Set To Execute

Default Alarm Notification Action Set

Select Alarms Trigger @

@ category 1 Alarms

@  Rrack_UPS Battery Fault Alarm

@  RrACK_UPS Device Communication Lost
RACK_UPS Inverter Failure

B  Rrackups Load On Battery

B  Rrackups Primary Mains Power Failure

@ Any Alarm

Critical z

Severity
Critical
Critical
Critical
Critical

Critical

Figure 7.8
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The quick deployment of the alarm notification is completed, and if power insight finds a new alert, it sends a text message to
the admin configured phone number, as well as to the admin configured mailbox.

7.3 Detailed Features

7.3.1 Contacts Settings

Contacts settings for admin account

Click on the “admin” drop-down box in the upper right corner, and then click on the “User Profile” option as shown in Figure 7.9
below .

DEVICES

= QO O admin-

* Dashboard

Trellis Power Insight - Dashboard Help o

UPS Status 1PDU Status About *
[ Updat .

" .

Figure 7.9

profile

l Sign Out a

# rPDU

Enter the user profile editing interface, click the button in the contact information, you can edit the email address, of admin,

and save the phone number, click “ “the drop-down button to select different countries.

o
SER = Q O amin-
= User Profile
User Profile 2
Your Password 4
Enter the d you want associated with th
NEV CONFIRM PASSWORD:
Contact Information
Enter the email address and phone number to receive notifications
Email Address Phone Number @
huang.chao@vertivco.com - - +86 155 5555 5555
== United States .
11 Canada | -
- Ld \
BN Afghanistan (glules))
. B i (i 4

Figure 7.10

Other Contacts Settings
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Click on g " then click on the “Address book contacts “to enter the address book contacts page, click IZ‘ " button to select
edit or delete the contacts that you have added. For the general operation of the address book contacts list, please refer to

Device List on page 36 common List of Operations. All the lists in this chapter can be used for general list operation, which
will not be repeated later.

o 0
= QO O amin-

ADMINISTRATION

Address Book Contacts

= Trellis System Health

* Address Book Contacts

FIRST NAME + LASTNAME DATE/TIME CREATED 'DATE/TIME MODIFIED
1 test 2020-05-15 10:51:46 2020-05-15 16:05:18

2 test 2020-05-15 10:51:55 2020-05-1

Figure 7.1

In the Figure 711 above, Click on . " plus symbol to enter the new contacts interface, as shown in Figure 7.12 below . New

contacts require first name, last name, contact email, and contact phone (optional). Click on plus symbol “ . on the contact
E-mails section will pop-up Add contact E-mail window. After entering the email address click Add to add the contact email.

¢« Add Contact To Address Book
ADMINISTRATION
Contact Information
Please provide contact's First Name, Last Name and either an E-mail or Phone Number in order to save the contact information
First Name Last Name
Contact E-mails [+ Contact Phone Numbers [+)
Add Contact E-mails Add Contact Phone Numbers
emALL - PHONETYPE  +  SMSNOTIFICATION PHONENUMBER
No data to display No data to display
CANCEL
Figure 7.12

When you click on plus button ‘ " on the contact phone numbers section as shown in Figure 7.12 above, the Add contact
phone number box pops up as shown in Figure 713 on the next page where you enter your phone type, phone number, and

move slide button to activate/deactivate SMS notification, then click ADD button. After adding a phone number and email ID,
click on Save.
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Add Contact Phone Number

Phone Type

Mobile
Work
Home
Other
Custom

CANCEL

Figure 7.13
NOTE: A single contact can add multiple email slots and phone numbers.

NOTE: After you've added your contact email and phone number, remember to click the Save button in the contact
information add interface.

NOTE: When you add a contact to an action's address book, all the contact's email addresses are notified if the action
is to send a message. If the action is to send a text message, the contact's mobile phone number will only accept the
text message if the number that initiates the SMS notification.

7.3.2 Email and SMS notification settings

Click on H "icon, then click Notification Settings menu to enter the notification settings page, click edit icon * ” to
configure the email server connection, as shown in Figure 7.14 on the facing page . Enter following information to configure
the e-mail server: the host (the host IP address where the mail server is located), the port (mail server process port
number)the user (the user set by the mail server), the password (password set by the mail server), use authentication, use
TLS protocol, sender's mailbox (the sender address needed when the mail server sends the mail), and reply mailbox (the email
address used by the mail server to accept the external mail). After the mail server configuration is configured, it is
recommended to send a test email first, and then click “Save” configuration after test s successful.

NOTE: The user and password are not the username and password used by the host to log on, but the username and
password configured by the mail server process on the host.

NOTE: The mail server configuration in Power Insight needs to be consistent with the parameters configured by the
mail server process on the remote host.

NOTE: The use of authentication and the TLS protocol can enhance the security of the mail server, but the
configuration of Power Insight is not effective until configuration modifications are made synchronously by the mail
server process on the remote host.
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ADMINISTRATION = o 0“ )  admin ~
0

Notification Settings pd

* Noification Settings

Email Server Connection Configuration

Configure the email server connection.

Host Port
127001 2
User Password
Administrator e
Use Authentication
B useTs
From Reply To

ZH.D@vertiv.com ZH.D@vertiv.com

SEND TEST EMAIL CANCEL

Figure 7.14

In the Notification Settings interface, click the edit icon to configure SMS modem connection information as shown in
Fig Figure 7.15 below . Users need to select the following information: port (try to select the recommended port), port rate,
data bit, parity code, stop bit. Before saving the configuration, it is recommended that the user to send a text message to
ensure that the configuration is correct.

NOTE: The operating system is automatically read by PI, the operating system of the host installed by the Power
Insight.

NOTE: Before you configure a SMS modem, you need to connect the SMS modem to the host installed by Power
Insight, and then install the drive and initialization configuration for the SMS modem. Power Insight's SMS modem
configuration should be as consistent as possible with the SMS modem initial configuration.

ADMINISTRATION

Use Authentication

D useTis

From Reply To

SMS Modem Configuration

Configure sms modem connection information

Operating System Port
- Select - *
Baud Data Bit Parity Bit Stop Bit
- Select - * - Select - * - Select - * - Select - *
CANCEL
Figure 7.15
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7.3.3 Actions Settings

1. Click on bell icon’ " then click on the Actions menu to enter the actions page, as shown in Figure 7.16 below .
The system creates the default email notification action and the default SMS notification action by default. Click

the button E " on the right to select edit, delete, and copy existing actions. Action role: The action that the
system needs to perform when an alarm is triggered.

AUTOMATION

= Actions

o
=
. Actions
= Alarm History
I

NAME
Default Email Action

Default SMS Action

+  DESCRIPTION

ACTION TVPE

Send Email

Send SMS

o 0
QO < admin-
2
h 4 m o

Figure 7.16

2. Click on add icon ‘ " to enter the create Action interface, as shown in Figure 7.17
the following information: name, action type (send a text message or email), description (optional), and recipient.
The recipient can select an admin user, or the contact that the user adds to the contacts. Users can select

multiple recipients.

on the facing page . Enter

NOTE: Recipient information varies with the choice of action type, and when you select the type to send a message,

only the users and contacts who have configured the email address are displayed in the recipient list. The same is true

of the type of text message that is sent.
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) (2]
ALARMS = Q O admin-

-}
&=
= Active Alarms
. ¢ Create Action 2
.

AUTOMATION

Action Configuration

= Actions )
¢ Name Action Type

ction Sets

Send Email +

* Automation Rules - Select -

Description
Send SMS

©®  Recipient

admin huang.chao@vertivco.com

Figure 7.17

As shown in Figure 7.18 below, Scroll down to configure the "Action Delay" (default 5 seconds, representing the delay time of
action start), Retry (the number of repeated notifications when the alarm is not acknowledged), the retry interval. You can
view the content of preset notifications for alarm notification input including: alarm name, device name, alarm severity, start
time, end time. Scroll down to configure whether to enable end of alarm notification, and then click Save.

NOTE: After an alarm triggers an action, if the alarm is completed by the system within the time of the operation
delay, the action will be cancelled.

Please select at least one recipient.

Action Delay (sec) Retry @ Retry interval Unit:
5 3 4 hour s
© Message
Alarm Name Device Name Alarm Severity
Start Time End Time
Comment:

Enable Clear Alarms Notification @

CANCEL

Figure 7.18
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7.3.4 Action Sets Settings

1. Clickonthe ‘ "icon, then click “Action sets” to enter the Action sets page. The Action Sets context menu item
allows you to group actions and configure their execution when an alarm condition is met. For example, you can
group an email and SMS text notification to be sent at the same time or one after the other when an alarm is
triggered. The system creates a default action sets by default, and the default action combination contains only

the default message notification action. Click the E button on the right to edit, delete, and copy the action

sets.

= @ © admin-
Action Sets 2
Y m [+]
* Automation Rules NAME 4 DESCRIPTION DATE/TIME CREATED
Default Alarm Notification Action Set 2020-05-14 13:43:28
7/ Edit
® Delete
O Copy

Figure 7.19

Click to enter the New Action set interface, where the action set configuration requires the name, description, execution
strategy (serial or parallel), and action list. If the selected execution strategy is serial, you also need to choose whether to
continue to execute the next action when an action fails to execute.

NOTE: Serial execution strategy: The actions in the group are arranged in a queue order, and the actions in the queue
are executed in sequence. Next action can be continued only when the execution of the previous action ends.

NOTE: Parallel execution strategy: All actions are started simultaneously, in no particular order
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ALARMS

(2]
= QO 1 amin-
e & New Action Set
+ Alarm
AUTOMATION Action Set Configuration
Name Execution Strategy
Sequential <
Seguential
) Parallel
Description
@) continue if an action fails
Action Set Actions [+
Please add actions to the action set and then cenfigure actions execution order
No Actions To Display

Figure 7.20

Click the add ‘ ”icon on Action set Actions panel popup the add actions to set window, as shown in Figure 721 below .
Select the actions to add to the action set and click ADD.

Add Actions To Set

NAME + ACTION TYPE
Default Email Action Send Email

B Default sMs Action Send SMS

Selected Actions : 2 CANCEL m

Figure 7.21

After you add an action to the action set actions list, you can adjust the order of the actions in the action list, as shown in

Figure 722 on the next page The four buttons represent move up, down, move to the top, and move to the bottom.
Finally, remember to click Save.
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Action Set Actions [+]
Please add actions to the action set and then configure actions execution order.
1 Default Email Action v ¥y i
2. Default SMS Action ~ A (]
Figure 7.22

7.3.5 Automation Rules Settings

Click on ‘ “icon, then click on the Automation rules menu to enter the Automation rules page, as shown inFigure 7.23
below . The Power Insight application allows you to create automation rules to map action sets to an alarm. Automation rules
tell the system what actions to execute when alarms are triggered. In the default Alarm

Notification automation rule, any alarm on any device will trigger the Default Alarm Notification Action Set. Configure which

devices which alarms can trigger which action combinations. Click the IZ' button on the right to select edit, delete, and copy
existing automation rules.

= 9 %

Murtomation Rules ]

Figure 7.23

Click the icon in Figure 723 above to enter the new rule interface, as shown in Figure 724 on the facing page . Then
enter the automation rules name, description, and Select the action set from the Action Set To Execute drop-down list. Finally,
Select the devices to which the automated rule will be applied and Select the alarms to activate the automated rule and click
SAVE.

NOTE: Select the device can select any device, select the alarm can also select any alarm, so that all current devices
and alarms will be selected, and the new equipment will be automatically selected in the future. In this configuration,
then, all alarms for all devices trigger the configuration-bound action combination.

NOTE: The alarm list will only show the alarm supported by the added device.

7 Alarm Notification



NOTE: Both the device list and the alarm list can be searched for list, and the alarm list can also be filtered according

to the alarm severity.

7.3.6 Alarm Notification Trigger Logic

When you complete the configuration from Detailed Features on page 60 to Automation Rules Settings on the previous page

Vertiv™ Power Insight User Manual

Action Set To Execute

- Select -
This field is required

Any Device  Select Alarms Trigger @

+ Category 4
RACK_UPS
RACK_UPS
RACK_UPS
RACK_UPS

RACK_UPS

Alarms

Battery Fault Alarm

Device Communication Lost
Inverter Failure

Load On Battery

Primary Mains Power Failure

(]
QO O admin-

Any Alarm

Critical s

Severity
Critical
Critical
Critical
Critical

Critical

Figure 7.24

, software can trigger an alarm notification. If the output of UPS123 has an off alarm, the trigger process is as follows:

7 Alarm Notification

configuration.

First check whether the existing automation rules has UPS123 selected in the device list, and at the same time
check the alarm list that contain the output off alarm, if so, then execute automation rules.
The action set is executed, and all actions in the action sets are executed according to the execution strategy of
the action set.

When performing an action, if the type of action is to send a text message, the text message is sent to the
configured contact person in the action according to the text message content configuration in the action
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8 Communication Profile Configuration

8.1 Overview

Communication profiles define how and through what methods the application communicates with devices. The Power
Insight application allows you to search for saved profiles and view devices that are associated with the profile you created.

8.1.1 Function Module

Communication profile configuration contains the following function modules, refer toDetailed Features on the next page
detailed functions for detailed information of each function module.

Communication profile configuration list

1. New communication profile

2. List of devices

8.2 Get Started Quickly

8.2.1 Quick Deployment Steps

The quick deployment steps for communication profile configuration are as follows:

1. New server communication configuration.

8.2.2 Example

Because the communication protocols used by the existing UPS and PDU are both SNMP V1 or SNMP V2, and the
communication configurations of SNMP V1and SNMP V2, the system has been created by default. Therefore, the
communication profile of the UPS and PDU need not be considered in a rapid deployment, only the communication parameter
configuration that is created for the server.

Before you can create a server communication configuration, you need to install the server shutdown agent on the server
refer to Installation of the software on page 3.

Click on the monitoring icon ‘”, then click Communication Profiles to enter the communication profile configuration. Click

addicon on the communication profile configuration page to enter the new profile window, select the communication
type such as windows/ VMWareESXi / Linux / Hyperos based on the server operating system, as shown in Figure 82 on the
next page . After entering the communication profile name, port (the port number used by the shutdown agent installed on
the server, the default is 3029, no change is required), the login name (the remote login name set by the server shutdown
agent), the password (the remote login password set by the server shutdown agent), ignore the SSL authentication (because
communication with the server shutdown agent temporarily does not support SSL authentication, so the user will be checked
this option). After entering the above information and click Save, the deployment of the communication profile configuration
is complete.
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MONITORING

&« New Profile

Communication Profile Configuration
Communication Profile Name
myComputer

Communication Type

Windows

Login Name

admin

Ignore SSL verification?

Port

3029

Password

CcAr

60

NCEL

o) admin ~

Figure 8.1

8.3 Detailed Features

8.3.1 List of Communication Profile Configurations

Click on the monitoring icon ’", then click Communication profile Configuration to enter the communication profile

configuration page, as shown in Figure 82 below . Click ‘lZI the button on the right to select to edit, delete, or browse the list

of devices configured with that communication profile. The system has three communication profile configurations by default:
SNMPV1, SNMPv2, Liebert SNMP. The list also supports common list of operations refer to section 532 on page 36 for more

details, which are not repeated later in this chapter.

NOTE: Communication configuration SNMPv1 is a communication configuration that uses the protocol SNMPv1 and
the default read and write communication word (public, private). Communication configuration SNMPv2 and Liebert
SNMP are both SNMPv2 protocols, but communication configuration SNMPv2 reads and writes the communication
words are private, respectively, and Liebert SNMP's read and write communication words are Liebert EM.

MONITORING

Communication Profiles

NAME + COMMUNICATION TYPE

PORT

DATE/TIME CREATED

000

'DATE/TIME MODIFIED

)

admin ~

LiebertSNMP SNMP V2 161 2020-05-14 13:43:52
D Devices
VP 2020-05-14 13:43:3
SNMPVL SNMP V1 161 020-05-14 13:43:38 / Edt
& Delete
SNMPv2 SNMP V2 161 2020-05-14 13:4338
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8.3.2 New Communication Profile Configuration

In Figure 82 on the previous page, click the add icon “ " to enter the new profile configuration interface.

1. New communication profile configuration for SNMP protocol supported devices.

SNMPvV1 or SNMPv2

Click on the monitoring icon ‘“, then click Communication Profile Configuration to enter the communication profile

configuration page. Click on the add icon to enter the new profile configuration interface, select the communication type
SNMPv1 or SNMPV2, then the interface in Figure 8.3 below appears.

After entering the communication profile name, port, read community, write community, time out (trying to establish an SNMP
connection, in seconds), retries (the number of retries after the connection failed), click Save.

You can also choose to set timeouts and retries specifically for device searches. Because device search requires efficiency
and performance, specific default timeouts and retries are typically used. Here you can override the default device search
configuration by clicking on enable discovery and then entering a customized timeout (seconds) and retries, click Save.

« New Profile

am  MONITORING

Communication Profile Configuration

[EVTES
Communication Profile Name
= Communication Profiles

= Server Shutdown Profiles

‘Communication Type Port
SNMP V1 : 161

Read Community Write Community
public

Timeout Retries

30 5

C) Enable For Discovery @

Discovery Override Options

Timeout (secends) Retries

Figure 8.3

SNMPv3

Click on the monitoring icon ‘“, then click Communication Profile Configuration to enter the communication profile

configuration page. Click on the add icon to enter the new profile configuration interface, select the communication type
Is SNMPV3, then the interface appears as shown in Figure 8.4 on the next page .

The input configuration of SNMPv3 in Power Insight needs to be the same as the configuration of SNMPVv3 of the connected
device. At the same time, there are three levels of security: no authentication and no encryption, authorization and no
encryption, and authorization & encryption. selecting a different level of security requires different security information to
enter.

Currently, few devices connected to Power Insight use SNMPV3, so it is generally not necessary to create an SNMPv3
communication configuration.

8 Communication Profile Configuration 73



Vertiv™ Power Insight User Manual

MONITORING Communication Profile Configuration

Communication Profile Name

Communication Type Port

SNMP V3 : 161

Timeout Retries
30 5

Username Engine ID
Context Name Context ID
Security Level

noAuthNoPriv

Auth Algorithm Auth Password

Privacy Algorithm Privacy Password

Figure 8.4

2. New Server Communication Profile Configuration

Before you can add a server communication profile configuration, you need to install the server shutdown agent on the server
refer to Installation of the software on page 3.

Click on the monitoring icon , then click Communication Profile Configuration to enter the communication profile

configuration page. Click on add icon to enter the new profile configuration interface, select the communication type
such as windows/ VMWareESXi / Linux / Hyperos based on the server operating system, as shown in Figure 85 below . After
entering the communication profile name, port (the port number used by the shutdown agent installed on the server, the
default is 3029, no change is required),the login name (the remote login name set by the server shutdown agent), the
password (the remote login password set by the server shutdown agent), ignore the SSL authentication (because
communication with the server shutdown agent temporarily does not support SSL authentication, so the user will be checked
this option). After entering the above information and click Save, the deployment of the communication profile configuration
is complete.

NOTE: The information in the server communication profile configuration needs to be consistent with the parameter
configuration of the server shutdown agent installed by the server, otherwise the configuration doesn’t not work.

MONITORING

(2J
= QO O amin-

<« New Profile

Communication Profile Configuration
‘Communication Profile Name
MyComputer
Communication Type Port
Windows * 3029
Login Name Password

admin

) Ignore SSL verification?

CANCEL

Figure 8.5
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8.3.3 Device List

Click monitoring icon ’ " then click the communication profile configuration to enter the communication profile

configuration page, and finally click “ IZ' icon located on the right side of the device list pops up the window and click the
Devices.

If the communication profile configuration to which the device list belongs is the configuration of the SNMP protocol, the
interface shown in Figure 86 below pops up. The list of devices for the SNMP protocol is divided into two-tab pages: all
discovered devices, monitored devices, and showing all IP devices that use this communication configuration. Usually we only
need to care about the monitored device. For the source of the device information here, please see the automatic device
discovery and manual device addition in Add UPS, rPDU on page 27 . If you remove a device from the list of devices, Power
Insight will completely delete all information about the device.

If the communication configuration to which the device list belongs is the server communication configuration, the interface
shown in Figure 87 below pops up. The interface shows which communication configurations are used on servers added to
Power Insight. For the server information source, please refer to Server Shutdown Profile on page 77 to add a server.

SNMPv2

& Monitored Devices

NAME +  IPADDRESS
GXT5-90 10.169.42.90

ITA-123 10.169.42.123

Total Monitored Devices : 2

Figure 8.6

MyComputer

G Servers Powered by UPS

1P ADDRESS CONNECTION

Total Servers : 0

Figure 8.7
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9 Server Shutdown Profile

9.1 Overview

Vertiv™ Power Insight User Manual

When an alarm is received and an automated rule is applied, the application begins the designated action you set up. When
the designated action is a server shutdown, the application looks for the servers powered by the UPS or rPDU and begins the
server shutdown process. Server Shutdown profiles indicate for the servers which alarms and delay timers will be used to
trigger a shutdown. For example, you can arrange for the servers powered by a UPS with a Load on Battery alarm to shut
down later than those powered by a UPS that have a Low Battery alarm. You can also create profiles that shut down critical
servers sooner than non-critical servers. The Power Insight application contains a default shutdown profile with three alarms
to trigger a server shutdown. You can set the timer for the shutdown process to complete for each triggered alarm via the
Server Shutdown Profile context menu item.

Each server can have only one Server Shutdown Profile and the profile should include all alarms that cause a shutdown from
all UPSs and rPDUs that power the server.

9.1.1 Function Module

Server shutdown profile management include the following functional modules, each of which is detailed in this manual in List
of Server Shutdown Profiles on page 83

1.

2
3.
4

List of servers
New servers
List of server shutdown profiles

New server shutdown profiles

9.2 Get Started Quickly

9.2.1 Quick Deployment Steps

The quick deployment steps for server shutdown profile management are as follows:

1.

Add a new server and bind the shutdown configuration.

9.2.2 Example

If you want to add a server powered by ITA2-UPS now.

Click on device icon E " then click on the UPSs list. By clicking IZ‘ button on the far right of the ITA2-UPS list item, a small
window pops up and click on the device details to enter device information where you can see the list of servers powered by

UPS, click the add icon ‘ " button in the list to open the new server page, as shown in Figure 9.1 on the next page, enter
the server name, select the operating system type (windows / VMWare ESXi/ Linux / Hyperos), enter the IP address and click

next.
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. DEVICES = o 06 o)  admin ~

< Add Connected Device

Device Information

Name

Operate System

- Select - *

Address

V4 ~

CANCEL

Figure 9.1

Then go to the second page, as shown in Figure 92 below, to configure the server communication profile. Here you can
choose an existing communication profile, or you can create a new communication profile on this interface. Refer to New
Communication Profile Configuration on page 73 explains detailed steps to configure communication profile. After the
configuration of the communication, it is recommended to test the connection first, and then click Next after success. If you
select whether this device is associated with another device, go to the interface shown in Figure 9.3 on the facing page,
select a different UPS or PDU device, and click Next. This allows you to connect the new server to other devices at the same
time.

i (2
. DEVICES = QO O amin-

« Add Connected Device

Communication Profile

Choose a Communication Profile Communication Profile Name

- New - *

Login Name Password

(I 1gnore SSL verification?

(I s this device associated to another device?

CANCEL

Figure 9.2
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Devices

Additional Device Support

1 Row Selected

DEVICE NAME

MA-123

ADDRESS

10.169.42.123

CATEGORY

RACK_UPS

PRODUCT LINE

LIEBERT ITA

Figure 9.3

Go to the next step, binding the server shutdown configuration, as shown in Figure 9.4 below . The system will help you select

the default shutdown configuration by default. The default shutdown configuration contains three alarms that trigger a server

to shut down: the load is battery-powered, the battery power is low, and the battery is discharged. If you need to execute a

shutdown script when the server shuts down, you can browse and import shut down script from the local computer, and then
click Save. After saving successfully, return to the list of servers powered by UPS. At the same time, the load of ITA2-UPS uses
battery power supply, low battery power, battery discharge alarm can also trigger the server to shut down.

9 Server Shutdown Profile

.DE

* Alarm No

VICES FEATURE_DEVICE.SHUTDOWN_PROFILE

Choose Server Shutdown Profiles

- New -

Description

Alarms

NAME

Load On Battery
Device Communication Lost
PEwREaEAL
Input Wiing Fal

Shutdown Script File

Please choose Shutdown Script File (Option)

SHUTDOWN DELAY

- 00:00:30

- 00:00:30

- 00:00:30

- 00:00:30

SHUTDOWN

I

Figure 9.4
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9.3 Detailed Features

9.3.1 Server List

Currently, Power Insight does not specifically manage servers, and all server lists are based on a list of servers powered by a
device. There are currently two lists: a list of servers powered by UPS and a list of servers powered by the rPDU. The structure

of the two is the same. Next, take the list of servers powered by UPS as an example.

Click on device icon E " then click on the UPSs list. By clicking IZ‘ button on the far right of the UPS list item, a small
window pops up and click on the device details to enter device information where you can see the list of servers powered by
UPS, as shown in Figure 95 below . You can see that the server My Computer has been added. And the list contains system

type, device name, address, and powered by (there may be multiple devices connected to the same server). Click on IZI

button right side of the list to edit and delete the server.

»

The server lists can also be used for common list of operations, for more details, refer to Device List on page 36, common list

of operations. The common list of operations in this chapter are no longer repeated.

. DEVICES

Product Line:

LIEBERT
Model:
GXT3
Address:

10.169.42.90

Servers Powered by UPS

SYSTEM TVPE

Windows

Firmware Version:

Serial Number:

Communication Profile:

SNMPv2

DEVICE NAME ADDRESS

MyComputer 10.169.42.164

ALSO POWERED BY

9.3.2 New Servers

Figure 9.5

Click the add icon “ " button in Figure 95 above to enter the new server page, as shown in Figure 9.6 on the facing page .
Enter the server name, select the operating system type (windows/VMWare ESXi/Linux/Hyperv(via OS), enter the IP address

and click next.

NOTE: If you select an operating system type that is VMWare, the server cannot and a shutdown script configuration

for subsequent use because VMWare does not currently support shutdown scripts.
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. DEVICES = o 06 o)  admin ~

< Add Connected Device

Device Information

Name

Operate System

- Select - *

Address

V4 ~

CANCEL

Figure 9.6

Then go to the second page, as shown in Figure 92 on page 78, to configure the server communication profile. Here you can
choose an existing communication profile, or you can create a new communication profile on this interface. Refer to New
Communication Profile Configuration on page 73 section explains detailed steps to configure communication profile. After
the configuration of the communication, it is recommended to test the connection first, and then click Next after success. If
you select whether this device is associated with another device, go to the interface shown in 9.2 on page 77, select a
different UPS or PDU device, and click Next. This allows you to connect the new server to other devices at the same time.

i (2
. DEVICES = QO O amin-

« Add Connected Device

= Alarm Notifi

Communication Profile

Choose a Communication Profile Communication Profile Name

- New - -

Login Name Password

(I 1gnore SsL verification?

(I s this device associated to another device?

CANCEL

Figure 9.7
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. DEVICES Devices

Additional Device Support

= Alarm Notifications

1 Row Selected

DEVICE NAME ADDRESS CATEGORY PRODUCT LINE

1TA-123 10.169.42.123 RACK_UPS LIEBERT ITA

Figure 9.8

Go to the next step, binding the server shutdown configuration, as shown in Figure 9.9 below . The system will help you select
the default shutdown configuration by default. The default shutdown configuration contains three alarms that trigger a server
to shut down: the load is battery-powered, the battery power is low, and the battery is discharged. You can also select New in
the Select Server Shutdown configuration. This allows the new server shutdown configuration in this interface and binds to
the current server by default. For details of the new server shutdown configuration, please refer to Alarm Trigger Server
Shutdown Process on page 85.

If you need to execute a shutdown script when the server shuts down, you can browse the shutdown script from local
computer and import it, and then click Save. After saving successfully, return to the list of servers powered by UPS. At the
same time, some alerts for UPS can also trigger the server to shut down and execute the script that you specified before
shutting down.

. DEVICES FEATURE_DEVICE.SHUTDOWN_PROFILE

* Device Metics Choose Server Shutdown Profiles Name
»
evice Details - New- :+ New-

* Alarn Description

I

o

Alarms

NAME SHUTDOWN DELAY SHUTDOWN v

- 00:00:30 +

Load On Battery

- 00:00:30 +

DC to DC Converter Fault

- 00:00:30 +

I

W !
\prtjt er\rv? Fi Mt - - 00:00:30 +

Shutdown Script File

Please choose Shutdown Script File (Option)

Figure 9.9
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9.3.3 List of Server Shutdown Profiles

Click on monitoring icon then click on the Server Shutdown Profiles to enter Server shutdown profiles page, as shown in
Figure 9.10 below . The system creates a default shutdown configuration by default. This configuration only binds three
alarms: the load uses battery power, the battery is low, and the battery is discharged. And the default delay for the alarm is 30

seconds. Click on icon IZ' button right side of the list to edit and delete the server shutdown configuration.

MONITORING = eg ‘D admin ~

onfigurations

Server Shutdown Profiles d
mmu Profiles

Y m [+]
= Server Shutdown Profiles

NAME + DESCRIPTION NO. OF ALARMS
Default Shutdown Profile 3
Figure 9.10

9.3.4 New Server Shutdown Configuration

Click the add ‘ " button in Figure 910 above to enter the new interface of the server shutdown configuration, as shown in
Figure 911 on the next page . Enter the name and description of the server shutdown configuration, and then the newly
added server shutdown configuration is divided into the alarm configuration and the associated server.

Alarm Configuration

As shown on the alarm tab page in Figure 911 on the next page , the alarm configuration shows all the alarms supported in

Power Insight in the form of a list. Users can enable or disable the alarm by clicking 3B When some alarm is enabled, if the
server is bound to the server shutdown configuration, and the connected power supply device triggers an alarm, and the
server will be shut down. After enabling certain alarms, shutdown delay can be edited. The battery discharge alarm in Figure
911 on the next page is enabled, and the default shutdown delay is 30 seconds, after which the shutdown delay can be
modified. The maximum shutdown delay is 8 hours. The effect of shutdown delay: When an alarm is triggered, the server
shutdown is delayed for a period of time.

NOTE: After the alarm is triggered, during the shutdown countdown, if the alarm is ended by the system, the
shutdown countdown is canceled, and the server will not be shut down.
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MONITORING

n Profiles

Name

wn Profiles

Description

Alarms

CATEGORY

RACK_UPS

New Shutdown Profile

¢ Add Server Shutdown Profile

NAME/DESCRIPTION

Battery Discharging

Bypass Backfeed Detected

PDU

Global Parallel Parameters Out of Sync

Low Warning Threshold Exceeded

00 ) admin ~

All *
SHUTDOWN DELAY

SHUTDOWN

- 00:00:30 +

Podb

Associated Server

Figure 9.1

As shown in Figure 9.12 below, the server lists all the servers in the current system, showing the name, address, shutdown

profile (the shutdown configuration file currently bound to the server). Click the association button 3B in the last column of

the list to associate or untie the server for the list item with the current server shutdown configuration. Click 3B Associate

all servers or untie all servers with the current shutdown configuration.

NOTE: After you configure an alarm and associated server, remember to click the save button for the changes to take

effect.

NOTE: When you click the association button to untie it, the shutdown file bound to the server will be restored to its

previous state. (empty before unbound)

MONITORING

nfigurations

* Communication Profiles
Name

D IS New Shutdown Profile

< Add Server Shutdown Profile

admin ~

84

Description
Servers

ASSOCIATE ALL @ -]
SERVERS

NAME ADDRESS SHUTDOWN PROFILE ASSOCIATED

MyComputer 10.169.42.164 New Shutdown Profile

test 10.169.42.212 Default Shutdown Profile C)

CANCEL
Figure 9.12
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9.3.5 Alarm Trigger Server Shutdown Process

If the battery discharge alarm for UPS123 is triggered, the server shutdown process is as follows :

1. Find all the servers that UPS123 is connected to and the shutdown configurations together they bind.
2. Check that battery discharge alarms are enabled in the server's shutdown configuration.

3. If step 2is established, the countdown is made to the shutdown delay of the battery discharge warning in the
server shutdown configuration. The server shuts down after the countdown. If the battery discharge alarm for
UPS123 is ended by the system during the countdown, the shutdown process is ended, and no shutdown is
carried out.

NOTE: The server shutdown process includes: shutdown delay countdown, execution of shutdown script, execution of
server shutdown.

NOTE: If more than one UPS is connected to the same server, the server will trigger the shutdown process only if all
UPS is in an alert state and the active alert is enabled in the server's shutdown configuration.

NOTE: In the above case, the server will shut down only if the server shutdown process triggered by at least one alert
in all UPS has completed the countdown.
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10 System Settings

10.1 Overview
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System settings are where Power Insight to view all event records, configure notification messages, text messages, security
settings, user-defined properties, system diagnostics, contacts, and trust certificates.

10.1.1 Function Module

The system settings include the following functional modules:

10.2

e Event

* Notification Settings

e  Security Settings

e  User-defined Properties
e System health

e Contacts

e Truststore

¢ Integrated Management

Get Started Quickly

10.2.1 Rapid Deployment Steps

1. List of events

2. Security settings
3. System health
4

Trust store

10.2.2 Example

10 System Settings

1. List of events

Click on Administration icon H , then click "Events”in the secondary menu. A list of all user actions and device

actions is displayed on the following page: (specific parameters reference Events on page 90 )
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ADMINISTRATION = o) edmin -
Events
Events A
Q h ¢ m
SEVERTY  CATEGORY DATEMIVE +  DESCRIPTION SOURCE NAME
2020-05-
i ] Audit Events n Device Updated GXTS-7S0IRT2UXL-10.169.42 90 ‘ DETAILS
19:37:01
2020-05-
L ] Audit Events n Device Updated GXT5-750IRT2UKL-10.169.42 90 ‘ DETAILS
19:37:01
2020-05-
-] Device Events. 1 Device Commurication Lost - Cleared GXT5-750IRT2UXL-10.169.42,.90 ‘ DETAILS
19:36:56
2020-05-
L ] Audit Events 21 Device Updated GXT5-750IRT2UXL-10.169.42.90 ‘ DETAILS
19:36:44
2020-05-
0o Audit Events 21 Device Created GXT5-750IRT2UXL-10.169.42.90 DETAILS
19:36:44

Figure 10.1

Click on "Details" on the right of "Source Name" to see the specific information of the operation.

Event Details

Severity: i)

Category: Audit Events

Date: 2020-05-21 - 19:37:01

Description: Device Updated

Detailed Description: The device has been updated. Device Mame: $(deviceMame).
Source Name: GHTS-7S0IRT2UL-10.169.42.90

Source Address:

Figure 10.2
2. System settings
Click on Administration icon H then click System Settings in the secondary menu displays session timeout

configuration as shown in Figure 10.3 on the facing page (Specific parameter stake Security Settings on
page 91)
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ADMINISTRATION = o)  admin -
System Settings A

Session Timeout Configuration ’
hanges will be applied after next logir

Session imeout (minutes)

Figure 10.3

Click onthe " "symbol in the upper right corner to edit the time. Save after editing to take effect.
3. System Health
Click on Administration icon g " then click Trellis system Health in the secondary menu. Some of the statuses

of the server situated by Power Insight are displayed on the following page: (specific parameters reference
System Health on page 91)

ADMINISTRATION

= o) admin ~
Trellis System Health 2

REQUEST PER SECOND

4 0d:0h:48m:7s 150

PROCESSORS UP TIVE THREADS

Figure 10.4
4. Trust Store
Click on Administration icon B " then click Trust store in the secondary menu.

The certificates included in Power Insight are displayed on the following page: (specific parameters reference
System Health on page 91)
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ADMINISTRATION — ) edmin -
Trust Store
Y wm o
NAME CERTIRCATE TYPE SZEEYTE) URLOAD DATE VAUD FROMITO.
* Trust Store
2020-05-21 2017-06-25
eengine.crt at 1663 Laan P
E 2020-05.21 2026-06-30
gen-ungine-criart e 1127 ;
185745 10:32:41
20-05-2 042-07-
cert_113_cs disig root r1113 pem perm 1935 CREBIE, CLEHREED
18:56:18 07.06:56
2020-05-21
cert_52_igc_aS2 pem pem 1452
1856:18
2020-05-21 2038-01-01
E rtield_servic certific n ; 4
ert_86_starfield_services_raot_cerfificate_authority__g286 pem pem 1424 L5610 imess
202005-21 2038-01-01
cert_84_go_dacidy_root._certiicate_authority__g264.pem pem 1367
18:56:18 215959
20-05-2 -01-13 .
arl 123 ouovadic rool i 2 03133 pem oo 192 2evee e :

10.3 Detailed Features

10.3.1 Events

Figure 10.5

Click on Administration icon H " then click "Events" in the secondary menu to see the list of events.

The Power Insight application records each action or event that occurs in the application. Events are grouped in categories
that identify each event with a time/date stamp. They are categorized as Audit Events, Device Events, System Events, System
Events-Administration, Authentication and User Profile Events and Application Level Events. Each event has a severity level
of informational, warning or critical. You can also add or remove columns, filter to show only the events that are important to
you and retrieve detailed information about each event listed under the link in the Details column.

ADMINISTRATION

* Events
Events

SEVERITY CATEGORY

(i ] Audit Events

(] Audit Events

o Device Events
o Audit Events

) Audit Events

DATETIVE

2020-05-
21

19:37:01

2020-05-
21

19:57:01

2020-05-
21
19:36:56

2020-05-
a1
19:36:44

2020-05-

21
19:36:44

DESCRIPTION

Device Updated

Device Updated

Device Commurication Lost - Cleared

Device Updated

Device Created

<

SOURCE NAME

GXTS-750IRTZUXL-10.165.42.90

GXTS-750IRT2UKL-10.168.42.90

GXT5-750IRT2UL-10.168.42.90

GXT5-750IRTZUAL-10.168.42.90

GXT5-750IRT2UXL-10.168.42.90

admin =

90

Figure 10.6
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10.3.2 Security Settings

The application's system settings are used to configure the login session timeout in minutes for the application. Changes to
reduce or extend the amount of time a user can remain logged in to the system are applied after the next log in.

To set a session timeout:

1. Click the Administration icon and click System Settings.
2. Click the Edit icon on the upper right corner of the window.

3. Enter the number of minutes in the Session Timeout field and click SAVE.

NOTE: Session timeouts range from 1to 1440 minutes.

ADMINISTRATION

= o)  admin -

System Settings bl

* System Settings

Session Timeout Configuration ’
hanges will be applied after next logir

Session imeout (minutes)

Figure 10.7
10.3.3 System Health

The System Health window displays a visual dashboard illustrating how the host system running the Power Insight application
is functioning. This window provides information on how many requests per second are being filtered through the computer. It

also displays the number of processors in the computer and the total accumulated time the computer has run without
interruption.
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92

= o)  admin -
Trellis System Health A
REQUEST PER SECOND
s System Health
4 0d:0h:48m:7s 150
PROCESSORS UP TIME THREADS
Figure 10.8

10.3.4 Trust Store

The Trust Store allows you to add, delete or review security certificates. The content includes a list of the current certificates
and provides each certificates' type, size, date of validation and date it is added to the application.

To add a security certificate:

1. Click the Administration icon and click Trust Store.
2. Click the Add icon and enter the name of the certificate in the Name field.

3. Click Browse, select a certificate file and click Add Certificate.
To delete a security certificate:

1. Click the Administration icon and click Trust Store.
2. Locate the contact information, click the vertical ellipsis icon in the same row and click Delete.

3. Inthe Confirmation window, click DELETE.

ADMINISTRATION — ")
- = D admin -
=
Trust Store
Y m @
NAvE CRTRCATETYRE STEEVTE UPLOAD DATE VAUD FROMITO
* Trust Store
, . . 2020-05-21 2017-06-25
eengine.crt at 1663 Tomra e
s 2020-05-21 2026-06-50
gen-engine-crirt e 1127
185745 10:3241
2020-05-21 2042-07-20
cert_113_ca _disig_root_r1113 pem pem 1935 o
185615 070556
2020-05-21 2020-10-18
cert 52 ige_a52 pe pem 1452 S
185618 12:292
2020-05-21 2038-01-01
cer rield_servic cerfifcate_authonty__g286 n 4
ert_86_starfeld_senvices_root_certificate_authority__g 286 pem pem 1424 e eace
2020.05-2 2038.01.0
cert 84_go._dacdy_root_certficate_autharty__g284.0em pem 1357 2020:05:21 0380101
185618 215959
20-05-2 0113
ot 123 cuovads oot i 3 03lZanen P 12, Loanosa Jrot
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10.3.5 Integrated Management

Integrated management menu provides the generation of APl key and API Secret for authentication between Power Insight
and various plug-ins. Plug-in users can only obtain the monitoring information of Power Insight if they hold the API key and
API Secret.

To generate an API key and API secrete to access the Plug-in:

1. Click the Administrator icon.
2. Click "Integrated management" menu option.

3. Click the "+"icon in the upper right corner of the Integrated management registration. A new plug-in registration
box will pop up. Enter the following details:

e Inthe Category field, drop down to select the company to which the plugin belongs.
¢ Inthe Required Source Address field, enter the FQDN or IP address.
e Inthe Description field, enter the plug-in description.

4. Click Sure. The APl key and API Secret is generated. This is the authentication information that needs to be
entered when the plug-in is registered.

To modify API key and API Secret:

1. Click the More icon against the API Key and API Secret that needs to be modified.
1. Click Edit. The Edit Registered Address pop-up box appears.

2. Modify the FQDN or IP address of the plug-in as needed.

3. Click Sure.

To Delete API key and API Secret:

1. Click the More icon against the APl Key and API Secret that needs to be deleted.
2. Click Delete. The Delete Registered Address pop-up box appears.

3. Click Delete in the pop-up box to delete the API Key and API Secret. Clicking Cancel will not Delete API Key and APl Secret.

ADMINISTRATION = © 06 o)  admin ~
Integrated Management
Y m @
compaNY Lo s ApiKeY AP secrer CREATED DATETIVE DESCRIFTION
* Integrated Management VMware 10.146.10029 Qek3yQop
VMuare 10.146.10032 4pdkgieQ 2021-07-20 16:435 :
VICNXIA-P1-Plugin- . soo1.0720 110005
w VIR 7 @ 2o oo ©)
7 Edit
§ Delete

Figure 10.10
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ADMINISTRATION = © go )  admin ~
< Add
Category Require Souces Address
Description
Figure 10.11
o 0
STRATION = Q O wmin-
<« Edit
Category Require Souces Address
10.146.100.32
Description

Figure 10.12

Confirmation

Deleting will cause the plug-in that is using this registered address to be
disconnected from Power Insight Are you sure to delete?

Figure 10.13
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11 Troubleshooting

11.1 Uninstalling the software

If the removal of the Power Insight application fails, use the following steps to clean up the system.

To uninstall the application:

1.

2.

4.

Make sure the user can view hidden files and folders.
Click the Windows logo on the taskbar.
a. Enter hidden in the search text box and click Show Hidden Files and Folders.
b. Make sure the Show hidden file, folder and drives option is enabled.
c. Remove the install folder created by the Power Insight application, C:\Program Files\TrellisPowerlnsight.

Remove the data folder that was created by the application, C:\Users\Default\AppData\Local\
TrellisPowerlnsight.

Remove the registry folder that was created, C:\Program Files\Zero G Registry.

1.2 Upgrade Windows 10

During an automatic update of Windows 10 while the Power Insight application is running, the default data folder
C:\Users\Default used by the PostgreSQL service is overwritten by C:\Users\Default.migrated.

Use the following steps to resolve this issue:

To correct PostgreSQL service overwrite:

1.

2
3.
4

® N o o

11 Troubleshooting

Log in as a Windows user with administrative privileges.

Click Start and type Regedit to access the Windows Registry.

Navigate to\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\postgresql-x64- 9.5 registry entry.

Double-click on the Image Path key and make sure the default data folder used by the PostgreSQL service
points to C:\Users\Default as shown in the example below-

“C:\Program Files\Trellis Application Manager\postgreSQL\bin\pg_ctl.exe” runservice -N “postgresql-x64-9.5"
-D “C:\Users\Default\AppData\Local\Trellis Application Manager\postgresdata” -w

You can restart the machine, which will restart the PostgreSQL and services, and skip the steps below.
Open Windows Explorer, type Control Panel\All Control Panel ltems\Administrative Tools and press Enter.
Open the Services application and sort the list of services by Name.

Restart the following:
48 TROUBLESHOOTING

e Postgresql-x64-9.5 - PostgreSQL Server 9.5 service
e Intelligence Engine MSS Engine service

e Application Framework Database service.
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1.3 Linux Dependent Package Installation
When installing the Linux version, connect to the external network and download the following installation packages that
Linux depends on.

1. RedHat (75,76 or 7.7 repository)

e net-tools

e psmisc
e log4cpp
e jsoncpp

e net-snmp

e openssl

e postgresql

e postgresql-contrib
e postgresqgl-server
o libpgxx

e glibmm24

1.4 Turn Off the Firewall Before Installation

Before installing Power Insight or Remote Agent under Windows or Linux, need to turn off the operating system firewall.

1.5 When the Power Supply Devices are Removed, the Servers to which
they are Connected are Processed

If the server is connected to more than one power supply device, the server is not deleted, and if the device is connected only
to the device that is currently deleted, the server is deleted.
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